MICROCHIP SAM L10/L11 Family

Ultra Low-Power, 32-bit Cortex-M23 MCUs with TrustZone,
Crypto, and Enhanced PTC

Features

» Operating Conditions: 1.62V to 3.63V, -40°C to +125°C, DC to 32 MHz

+ Core: 32 MHz (2.64 CoreMark/MHz and up to 31 DMIPS) Arm® Cortex®-M23 with:
— Single-cycle hardware multiplier
— Hardware divider
— Nested Vector Interrupt Controller (NVIC)
— Memory Protection Unit (MPU)
— Stack Limit Checking
— TrustZone® for ARMv8-M (optional)

+ System

— Power-on Reset (POR) and programmable Brown-out Detection (BOD)
8-channel Direct Memory Access Controller (DMAC)
8-channel event system for Inter-peripheral Core-independent Operation
CRC-32 generator

* Memory
— 16/32/64-KB Flash
— 4/8/16-KB SRAM
— 2-KB Data Flash Write-While-Read (WWR) section for non-volatile data storage
— 256 bytes TrustRAM with physical protection features

* Clock Management
— Flexible clock distribution optimized for low power
— 32.768 kHz crystal oscillator
— 32.768 kHz ultra low-power internal RC oscillator
— 0.4 to 32 MHz crystal oscillator
— 16/12/8/4 MHz low-power internal RC oscillator
— Ultra low-power digital Frequency-Locked Loop (DFLLULP)
— 32-96 MHz fractional digital Phase-Locked Loop (FDPLL96M)
— One frequency meter

* Low-Power and Power Management

— Active, Idle, Standby with partial or full SRAM retention and off sleep modes:
» Active mode (< 25 yA/MHz)
* Idle mode (< 10 yA/MHz) with 1.5 pys wake-up time
« Standby with Full SRAM Retention (0.5 pA) with 5.3 us wake-up time
+ Off mode (< 100 nA)

— Static and dynamic power gating architecture

— Sleepwalking peripherals

— Two performance levels
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— Embedded Buck/LDO regulator with on-the-fly selection

» Security
Up to four tamper pins for static and dynamic intrusion detections
Data Flash
» Optimized for secure storage
* Address and data scrambling with user-defined key (optional)
» Rapid tamper erase on scrambling key and on one user-defined row
» Silent access for data read noise reduction
— TrustRAM
» Address and data scrambling with user-defined key
» Chip-level tamper detection on physical RAM to resist microprobing attacks
» Rapid tamper erase on scrambling key and RAM data
» Silent access for data read noise reduction
+ Data remanence prevention

— Peripherals
* One True Random Generator (TRNG)
+ AES-128, SHA-256, and GCM cryptography accelerators (optional)

» Secure pin multiplexing to isolate on dedicated I/O pins a secured communication with external
devices from the non-secure application (optional)

— TrustZone for flexible hardware isolation of memories and peripherals (optional)
* Up to six regions for the Flash
» Up to two regions for the Data Flash
» Up to two regions for the SRAM

+ Individual security attribution for each peripheral, 1/0, external interrupt line, and Event System
Channel

— Secure Boot with SHA-based authentication (optional)
— Up to three debug access levels
— Up to three Chip Erase commands to erase part of or the entire embedded memories
— Unique 128-bit serial number
— SAM L11 Securely Key Provisioned (KPH) (optional)
» Key Provisioning using Root of Trust flow
+ Security Software Framework using Kinibi-M™ Software Development Kit (SDK)

* Advanced Analog and Touch

— One 12-bit 1 Msps Analog-to-Digital Converter (ADC) with up to 10 channels

— Two Analog Comparators (AC) with window compare function

— One 10-bit 350 ksps Digital-to-Analog Converter (DAC) with external and internal outputs

— Three Operational Amplifiers (OPAMP)

— One enhanced Peripheral Touch Controller (PTC):
* Up to 20 self-capacitance channels
* Upto 100 (10x10) mutual-capacitance channels
» Low-power, high-sensitivity, environmentally robust capacitive touch buttons, sliders, and wheels
» Hardware noise filtering and noise signal desynchronization for high conducted immunity
» Driven Shield Plus for better noise immunity and moisture tolerance
» Parallel Acquisition through Polarity control
» Supports wake-up on touch from Standby Sleep mode

+ Communication Interfaces
— Up to three Serial Communication Interfaces (SERCOM) that can operate as:
* USART with full-duplex and single-wire half-duplex configuration
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*+ 12C up to 3.4 Mbit/s (High-Speed mode) on one instance and up to 1 Mbit/s (Fast-mode Plus) on the
second instance

» Serial Peripheral Interface (SPI)

» 1SO7816 on one instance (Available on 32-pin packages only)
* RS-485 on one instance (Available on 32-pin packages only)

» LIN Client on one instance (Available on 32-pin packages only)

* Timers/Output Compare/Input Capture
— Three 16-bit Timers/Counters (TC), each configurable as:
» One 16-bit TC with two compare/capture channels
* One 8-bit TC with two compare/capture channels
* One 32-bit TC with two compare/capture channels, by using two TCs
— PWM Modes using TC peripherals:
* Up to two PWM channels on each 16-bit TC
— 32-bit Real-Time Counter (RTC) with clock/calendar functions
— Watchdog Timer (WDT) with Window mode

Input/Output (1/0)
— Up to 25 programmabile I/O lines
— Eight external interrupts (EIC)
— One non-maskable interrupt (NMI)
— One Configurable Custom Logic (CCL) that supports:
» Combinatorial logic functions, such as AND, NAND, OR, and NOR
» Sequential logic functions, such as Flip-Flop and Latches

Qualification and Class-B Support
— AEC-Q100 Grade 1 (-40°C to +125°C)
— Class-B safety library, IEC 60730 (future)

» Debugger Development Support
— Two-pin Serial Wire Debug (SWD) programming and debugging interface
+ Packages (V)

24 32 32 24 32

Pin Count

1/0 Pins (up to) 17 25 25 17 25
Contact/Lead Pitch 0.5 mm 0.5 mm 0.8 mm 0.65 mm 0.4 mm
Dimensions 4x4x0.9 mm 5x5x1 mm 7x7x1 mm 8.2x5.3x2.0 mm 2.79x2.79x0.482 mm

5x5x0.9 mm(2)

Notes:
1.  AEC-Q100 Grade 1 Qualification is only offered for VQFN (with wettable flanks) and TQFP devices.
2. VQFN with wettable flanks.
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© 2021 Microchip Technology Inc. Datasheet DS60001513G-page 8

and its subsidiaries



SAM L10/L11 Family

K TR B @Y= o 1= OO PP OU PP OVPPPPPPPOE 596
K B0 =T (0] {3 SRR PR 596
13 G T = 1 o Tt QI 1 =T = o PSPPI 596
33.4. Product DEPENAENCIES. ......ccccieee et e e e e e e e e e e e e e e e e e aaaaaeeeeeeaeaaaaaaan 597
33.5. FUNCHONAI DESCIIPHION. .....ciiiiiiiiiiie ettt e 598
33.6. REGISIEr SUMMIAIY...coi ittt st e et e sttt e e st e e st e e ente e e nnneeesneee s 604
33.7. RegiSter DESCIIPLION. .....eeiii ittt e e e et e e e e e aarn e e e e aan 606
34. SERCOM - Serial Communication INterface..............cooiuiiiiiiiiiii e 629
By B @ =Y 1SS 629
4.2, FAIUIES.... ettt e e 629
34.3. BlOCK DIBGram........ociiuieiiiiieeeit ettt sttt nae 630
34.4. SigNal DESCHPLON. ... ..uiiiiiiieie et e e e e et e e e e e et e e e e e s eannsbeeeeeesnrreeaeeaas 630
34.5. Product DEPENAENCIES. ......ccc ottt e e e e e e e e e s e e e e e e e e aaaaaaaeeaeeaeaaaaaaan 630
34.6. FUNCHONAl DESCIIPHION. .....ciiitiiiiitii ettt e e 632
35. SERCOM USART - SERCOM Synchronous and Asynchronous Receiver and Transmitter.............. 637
0.1, OVBIVIEW. .ttt ettt e e a ettt e ekt e oo a et s et e e b e e e b e e he e e e aare e e e 637
35.2. USART FAIUIES. .....ueeieiiiie ettt et e ettt e e e a e e st e e e st e e e enneeesnbeeeenteeeenees 637
TS TC T = 1 o Tt QI 1 =T = o o PP 638
35.4. SigNal DESCHIPLON. ...ttt e et e e e e ettt e e e e e e abe e e e e e aannseeeeeeaannneeaaean 638
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Configuration Summary

1. Configuration Summary
Table 1-1. SAM L10/L11 Device-Specific Features

Flash + PTC Self-
Data Analog capacitance/
ADC CCL GCLK 110 T:
Device Flash sercom(?) Comparators Mutual- . arf1per Packages
Channels Inputs 1/0s X Pins Pins
Memory Inputs capacitance
(KB) Channels

SAML10D14 | 16+2 4
VQFN,
iy
SAML10D15 ~ 32+2 8 24 2 5 2 4 4 16/64 17 3 SSOP
SAML10D16 | 64+2 16
SAML10E14  16+2 4
VQFN,
SAML10E15 = 32+2 8 32 3 10 4 6 5 20/100 25 4 TQFP,
WLCSP
SAML10E16  64+2 16
SAML11D14 | 16+2 8
VQFN,
iy
SAML11D15  32+2 8 24 2 5 2 4 4 16/64 17 3 SSOP
SAML11D16 = 64+2 16
SAML11E14  16+2 8
VQFN,
SAML11E15 = 32+2 8 32 3 10 4 6 5 20/100 25 4 TQFP,
WLCSP
SAML11E16  64+2 16
Note:

1. 1SO7816, RS-485 and LIN client are only supported on 32-pin packages.
Table 1-2. SAM L10/L11 Family Features

MPU 1 2

TrustZone for ARMv8-M No Yes

Secure Boot No Yes
TrustRAM (Bytes) 256 256

DMA Channels 8 8

Address and Data Scrambling TrustRAM TrustRAM, Data Flash
Event System Channels 8 8

External Interrupt Lines/NMI 8/1 8/1
Brown-out Detection VDDIO and VDDCORE VDDIO and VDDCORE
Secure Pin Multiplexing (on SERCOM) No Yes
TC/Compare 3 3

RTC 1 1

Watchdog 1 1

DAC Channels 1 1

OPAMP 3 3

CCL Look-up Tables 2 2
Frequency Meter 1 1

Crypto Accelerators No Yes
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Configuration Summary

........... continued
S O N
TRNG Yes Yes
CRC Yes Yes
Debug Access Levels (DAL) 2 3
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Ordering Information

Ordering Information

ATSAML 1

Product Family

SAML = Ultra Low Power Microcontroller

Product Series

| -

10 = Cortex-M23 CPU

11 = Cortex-M23 CPU with TrustZone Enabled

Pin Count

D =24 Pins
E = 32 Pins

Memory Density (Flash)

16 = 64 KB
15 =32 KB
14 = 16 KB

Device Variant

A = Default Variant
Notes:

=

P

T —
Securely Key Provisioned
Package Carrier
No character = Tray or Tube
T = Tape and Reel

Package Grade

U =-40 - +85°C Matte Sn Plating
F =-40 - +125°C Matte Sn Plating
Z = -40 - +125°C Matte Sn Plating
(AEC-Q100 Qualified)

Package Type

A=TQFP
M =VQFN
Y = SSOP
U =WLCSP

1. Devices in the WLCSP package include a factory programmed Bootloader. Contact your local Microchip sales

office for more information.

2. Devices can be factory programmed with securely key provisioned software. Contact your local Microchip

sales office for more information.

3. Optional KPH suffix indicates SAM L11 MCUs that are securely key provisioned with RoT (Root of Trust) flow
and are supported with Kinibi-M™ Software Development Kit. KPH solution is only offered for TQFP and VQFN

packages.

4. The AEC-Q100 Grade 1 qualified version is only offered for TQFP and VQFN packages. VQFN packages
have wettable flanks, and both TQFP and VQFN packages are assembled with gold bond wires.
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Block Diagram

Block Diagram
Figure 3-1. SAM L10/L11 Block Diagram

64/32/16 KB Flash
Crypto Accelerators with Cache
(AES128, SHA256, GCM)

I s~ 11 Added Features

16/8/8 KB RAM (SAM L11)

16/8/4 KB RAM (SAM L10)

SERIAL n 128-bit Unique ID
WIRE —
CONTROLLER | SRAM CONTROLLER

IDAU

8 KB ROM

Secure
Boot

PADI0

DFLLULP
FDPLL96M

0OscC16M
XOSC

GCLK_IO[4..0]

OA[0.2JNEG
OA[0.2]POS
OAOOUT / OA20UT

AIN[9..0]
VREFA
VREFB

- o
L

XOUT32|

IN[5..0]

VREF

Voltage
Regulators

Note: Number of SERCOM instances, PTC/ADC channels, Tamper input pins, and Analog Compare inputs differ on
the packages pinout.
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SAM L10/L11 Family

Pinouts
4. Pinouts
Figure 4-1. SAM L10/L11 24-pin VQFN Pinout
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Figure 4-2. SAM L10/L11 24-pin SSOP Pinout
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Figure 4-3. SAM L10/L11 32-pin VQFN and TQFP Pinout
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SAM L10/L11 Family

Pinouts

Figure 4-4. SAM L10/L11 32-pin WLCSP Pinout

1 2 3 4 5 6

4.1 Multiplexed Signals

Each pin is controlled by the I/O Pin Controller (PORT) as a general purpose /O and alternatively can be assigned to
one of the peripheral functions: A, B, C,D, E, G, H, or .

The following table describes the peripheral signals multiplexed to the PORT I/O pins.

The column “Reset State” indicates the reset state of the line with mnemonics:
» "l/O" or "Function" indicates whether the 1/O pin resets in I/O mode or in peripheral function mode.
“I”/70” [ "Hi-Z" indicates whether the I/O is configured as an input, output or is tri-stated.
“PU” / “PD” indicates whether pullup, pulldown or nothing is enabled.

Supply B(1) c(2)(3) D(Z)(a) Reset

State
VQFN24 WLCSP3 TQFP32/ OPAMP SERCOM RTC/ Ac/
VQFN32 ALTERN Debug GCLK
ATIVE

Table 4-1. Pinout Multiplexing

PA00/ | VDDANA | EXTINT[O XY[0] OAINEG SERCOM | TC2/ 110, Hi-Z
XIN32 1 1/PAD[0] | WO[0]
6 3 A3 2 PAO1/ | VDDANA = EXTINT[1 XY[1] OA1POS SERCOM | TC2/ 110, Hi-Z
XOUT32 1 1/PAD[1] | WO[1]
7 4 A4 3 PA02 | VDDANA | EXTINT[2 AIN[O] XY[2] VOUT | OAONEG SERCOM /0, Hi-Z
1 0/PAD[2]
8 5 B3 4 PAO3 | VDDANA  EXTINT[3  VREFA AIN[1] XY[3] OA2NEG SERCOM 110, Hi-Z
1 0/PAD[3]
9 6 B4 5 PAO4 | VDDANA | EXTINT[4 = VREFB AIN[2] AIN[O] 0A20UT SERCOM |  TCO/ IN[O] 110, Hi-Z

1 0/PAD[0] WOI0]

10 7 A5 6 PA05S VDDANA | EXTINT[5 AIN[3] AIN[1] XY[4] OA2POS SERCOM TCO/ IN[1] I/0, Hi-Z
] 0/PAD[1] WO[1]

c4 7 PAO6 | VDDANA | EXTINT[6 AIN4] AINE2] XY[5] OAOPOS SERCOM |  TC1/ IN[2] /0, Hi-Z
1 O/PAD[2] | WO[0]

B5 8 PAO7 | VDDANA | EXTINT[? AIN[5] AIN3] 0AQOUT SERCOM | TC1/ ouT0] | I/O, Hi-Z
1 O/PAD[3] | WO[1]

1 8 B6 9 VDDANA
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SAM L10/L11 Family

Pinouts

........... continued

- C(Z) :

VQFN24 WLCSP3 TQFP32/ OPAMP SERCOM
2 VQFN32 ALTERN
ATIVE
12 9 cé

10 GNDANA

13 10 D4 1" PA08 VvDDIO NMI AIN[6] XY[6] SERCOM | SERCOM RTC/IN[0] IN[3] 110, Hi-Z
1/PAD[0] | 2/PAD[0]

D6 12 PA09 VDDIO | EXTINT[O AIN[7] XY[7] SERCOM | SERCOM RTC/IN[1] IN[4] /0, Hi-Z
1 1/PAD[1] | 2/PAD[1]

cs5 13 PA10 VDDIO | EXTINT[1 AIN[8] XY[8] SERCOM | SERCOM GCLK_| IN5] /0, Hi-Z
1 1/PAD[2] | 2/PAD[2] of4]

D5 14 PA11 VDDIO | EXTINT[2 AIN[9] XY[9] SERCOM | SERCOM GCLK_I  OUT[] | IO, Hi-Z
1 1/PAD[3] | 2/PAD[3] o3l

14 1 E6 15 PA14/ VDDIO | EXTINT[3 XY[10] SERCOM | SERCOM |  TCO/ GCLK | /0, Hi-Z
XOSC 1 2/PAD[2] | OPAD[2] | WOI0] o[0]

15 12 E5 16 PA15/ VDDIO | EXTINT[4 XY[11] SERCOM = SERCOM = TCO/ GCLK_| /0, Hi-Z
XouT 1 2/PAD[3] | OPAD[3] = WO[1] of1]

16 13 D3 17 PA16(4) | VDDIO | EXTINT[5 XY[12] SERCOM | SERCOM RTC/IN[2] | GCLK_I IN[O] /0, Hi-Z
1 1/PAD[O] | O/PAD[0] o[2]

17 14 F5 18 PA17(4) | VDDIO | EXTINT[6 XY[13] SERCOM | SERCOM RTC/IN[3] | GCLK_| IN[1] 110, Hi-Z
1 1/PAD[1] | O/PAD[1] o3l

18 15 E4 19 PA18 VDDIO | EXTINT[7 XY[14] SERCOM | SERCOM |  TC2/ RTC/ AC/ IN[2] /0, Hi-Z

1 1/PAD[2] | O/PAD[2] | WO[O] ouT[0] | CMP[0]
19 16 E3 20 PA19 VDDIO | EXTINT[O XY[15] SERCOM = SERCOM = TC2/ RTC/ AC/ ouT[0] | 1/O, Hi-Z
1 1/PAD[3] | O/PAD[3] = WO[1] OUT[]  CMP[1]

20 17 F4 21 PA224) | VDDIO | EXTINT[ XY[16] SERCOM | SERCOM |  TCO/ RTC/ GCLK_| /0, Hi-Z
1 O/PAD[0] | 2/PAD[0] | WOI0] ouTp2] o[2]

21 18 F3 22 PA234) | VDDIO | EXTINT[2 XY[17] SERCOM | SERCOM = TCO/ RTC/ GCLK_I /0, Hi-Z
] O/PAD[1] | 2/PAD[1] = WO[1] ouT] o]

F2 23 PA24 VDDIO | EXTINT[3 SERCOM | SERCOM |  TC1/ /0, Hi-Z

] 0/PAD[2] | 2/PAD[2] WOI0]

E2 24 PA25 VDDIO | EXTINT[4 SERCOM | SERCOM = TC1/ /0, Hi-Z
1 O/PAD[3] | 2/PAD[3] = WO[1]

D2 25 PA27 VDDIO | EXTINT[5 GCLK_I 1/0, Hi-Z
1 O[0]
22 19 c2 26 RESET VDDIO I, PU
23 20 E1 27 VDDCOR
E
24 21 D1 28 GND
1 22 c1 29 VDDOUT
2 23 B1 30 VDDIO
3 24 B2 31 PA30/ VDDIO | EXTINT[6 XY[18] SERCOM TC1/ SWCLK | GCLK_I IN[3] SWCLK,
SWCLK 1 1/PAD[2] | WOI0] o[0] 1,PU
4 1 c3 32 PA31/ VDDIO | EXTINT[7 XY[19] SERCOM TC1/ OUT[] | 10, Hi-Z
swoio ] 1/PAD[3] | WO[1]
)

1. All analog pin functions are on the peripheral function B. The peripheral function B must be selected to disable
the digital control of the pin.

2. Refer to SERCOM Features to get the list of the supported features for each SERCOM instance.
24-pin packages only have two SERCOM instances: SERCOMO0 and SERCOM1.

4. The following pins are High Sink pins and have different properties than standard pins: PA16, PA17, PA22,
PA23 and PA31.

w

4.2 Oscillators Pinout

The oscillators are not mapped to the I/0 Pin Controller (PORT) functions and their multiplexing is controlled by the
Oscillators Controller (OSCCTRL) and 32 kHz Oscillators Controller (OSC32KCTRL) registers.
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SAM L10/L11 Family

Pinouts

Table 4-2. Oscillator Pinout

X0SsC VDDIO PA14
XouTt PA15

XOSC32K VDDANA XIN32 PAOO
XOuT32 PAO1

The transition time of the following pins must be greater than 50us in order to not affect the XOSC32 cycle to cycle
jitter:

Table 4-3. XOSC32 Jitter Minimization
 ew  owm
TQFP32 / VQFN32 / VQFN24 / SSOP24 PA02, PA31

WLCSP32 PA30

4.3 Serial Wire Debug Interface Pinout
The SWCLK pin is by default assigned to the SWCLK peripheral function G to allow debugger probe detection.

A debugger probe detection (cold-plugging or hot-plugging) will automatically switch the SWDIO 1/O pin to the
SWDIO function, as long as the SWLCK peripheral function is selected.

Table 4-4. Serial Wire Debug Interface Pinout
I N
SWCLK VDDIO PA30

SWDIO VDDIO PA31

4.4 General Purpose 1/0 (GPIO) Clusters
Table 4-5. GPIO Clusters

32-pin PA00 PA01 PAO2 PAO3 PA04 PAO5 PA06 PAO7 VDDANA/GNDANA
2 PA08 PA09 PA10 PA11 PA14 PA15 PA16 PA17 PA18 PA19 PA22 PA23 PA24 PA25 PA27 PA30 PA31 VDDIO/GND
24-pin 1 PAQO PAO1 PAO2 PAO3 PAO4 PAO5 VDDANA/GND
2 PA08 PA14 PA15 PA16 PA17 PA18 PA19 PA22 PA23 PA30 PA31 VDDIO/GND
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Signal Descriptions List

Signal Descriptions List

The following table provides details on signal names classified by peripherals.

Table 5-1. Signal Descriptions List

Generic Clock Generator - GCLK

GCLK_IO[4:0]

Oscillators Control - OSCCTRL

XIN

XOouT
32 kHz Oscillators Control - OSC32KCTRL

XIN32

XOUT32

Serial Communication Interface - SERCOMx
PAD[3:0]

Timer Counter - TCx

WO[1:0]

Real Timer Clock - RTC

IN[3:0]

OUT[3:0]

Analog Comparators - AC
AIN[3:0]

CMP[1:0]

Analog Digital Converter - ADC
AIN[9:0]

VREFA(T)

VREFB

Digital Analog Converter - DAC
VOUT

VREFA(")

Operational Amplifier - OPAMP
OA[2:0INEG

OA[2:0]POS

OAOOUT / OA20UT

Peripheral Touch Controller - PTC
XY[19:0]

Custom Control Logic - CCL
IN[5:0]

OUT[1:0]

Generators Clock Source (Input) or Generic Clock Signal
(Output)

Crystal Oscillator or External Clock Input

Crystal Oscillator Output

32.768 kHz Crystal Oscillator or External Clock Input

32.768 kHz Crystal Oscillator Output

General SERCOM Pins

Capture Inputs or Waveform Outputs

Tamper Detection Inputs

Tamper Detection Outputs

AC Comparator Inputs

AC Comparator Outputs

ADC Input Channels
ADC External Reference Voltage A

ADC External Reference Voltage B

DAC Voltage Output

DAC External Reference Voltage A

OPAMP Negative Inputs

OPAMP Positive Inputs

OPAMP Outputs

X-lines and Y-lines

Inputs to lookup table

Outputs from lookup table

Digital I/O

Analog Input (Crystal Oscillator)/Digital Input
(External Clock)

Analog Output

Analog Input (Crystal Oscillator)/Digital Input
(External Clock)

Analog Output

Digital I/O

Digital I/O

Digital Input

Digital Output

Analog Input

Digital Output

Analog Input
Analog Input

Analog Input

Analog Output

Analog Input

Analog Input

Analog Input

Analog Output

Digital Output (X-line) /Analog 1/O (Y-line)

Digital Input

Digital Output
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Signal Descriptions List

........... continued

External Interrupt Controller - EIC
EXTINT[7:0]

NMI

General Purpose I/O - PORT

PA11-PAQO / PA19-PA14 | PA25-PA22 /
PA27 | PA31-PA30

Reset Controller - RSTC

RESET
Debug Service Unit - DSU
SWCLK

SWDIO

1. VREFA is shared between the ADC and DAC peripherals.

External Interrupts Pins

Non-Maskable Interrupt Pin

General Purpose 1/0 Pin in Port A

External Reset Pin (Active Level: LOW)

Serial Wire Clock

Serial Wire Bidirectional Data Pin

Digital Input

Digital Input

Digital I/O

Digital Input

Digital Input

Digital I/O
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6.2

SAM L10/L11 Family

Power Considerations

Power Considerations

Power Supplies
The SAM L10/L11 have three different power supply pins:

Table 6-1. SAM L10/L11 Power Supplies

Name Associated Ground %

VDDIO GND 0OSC16M, XOSC, the internal voltage regulator and BOD12
1/0 lines: PA[11:08], PA[19:14], PA[25:22], PA[27] and PA[31:30]

Voltage range, nominal: 1.62V - 3.63V, 3.3V

VDDANA GNDANA OSCULP32K, XOSC32K, the POR/BOD33, the analog peripherals (ADC, AC, DAC, PTC, OPAMP)

1/0 lines: PA[07:00]
Voltage range, nominal: 1.62V - 3.63V, 3.3V

VDDCORE GND Core, embedded memories, peripherals, the FDPLL96M and the DFLLULP

Voltage range: 0.9V - 1.2V

Figure 6-1. Power Domain Overview

VDDANA
GNDANA
VDDOUT
VDDIO
GND
PA[11:08]
PA[19:14]
PA[25:22]
PA[27]
PA[31:30]

L
14
o]
O
[m)
o
>
X

PA[07:00]

VDDCORE
Digital Logic
CPU, Peripherals,
Memories

FDPLL96M

DFLLULP

Power Supply Constraints

The same voltage source must be applied to both VDDIO and VDDANA.

Note: This common voltage is referred to as VDD in the Data Sheet.

The maximum supply falling and rising rates of the different power supplies must not exceed the values described in
the Supply Characteristics section of the Electrical Characteristics chapters.
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Power Considerations

6.3 Power-On Reset and Brown-Out Detectors
The SAM L10/L11 embed three features to monitor, warn and reset the device:
* A Power-on Reset (POR) on Vpp (VDDANA and VDDIO):
— Monitoring is always activated, including during device startup or during any sleep modes.
— Having Vpp below a fixed threshold voltage will reset the whole device.

Note: Refer to 46.11.2 Power-On Reset (POR) Characteristics for the rising and falling threshold voltages.
» A Brown-out Detector (BOD33) on Vpp (VDDANA and VDDIO):

— The BOD33 can monitor VDD continuously (continuous mode) or periodically (sampled mode) with a
programmable sample frequency in active mode as in any sleep modes.

— A programmable threshold loaded from the NVM User Row is used to trigger an interrupt and/or reset the
whole device.

* A Brown-out Detector (BOD12) on VDDCORE.
Note: BOD12 is calibrated in production and its calibration parameters are stored in the NVM User Row. This
data must not be changed to ensure correct device behavior.

6.4 Voltage Regulators
Two embedded voltage regulators are used to provide VDDCORE to the device:
* The Main voltage regulator (MAINVREG)
* The Low-Power voltage regulator (LPVREG) used when the device is in Standby Sleep mode

The SAM L10/L11 Main Voltage Regulator has two modes:

* Linear (LDO) mode: The default mode after reset.

» Switching (BUCK) mode: The most power efficient mode when the CPU and peripherals are running (Active
mode).
Note: In Active mode, the voltage regulator can be selected on the fly between LDO (low-dropout) type
regulator and Buck converter using the Supply Controller (SUPC)

6.5 Typical Powering Schematic
The SAM L10/L11 requires a single supply from 1.62V to 3.63V.

The following figures show the recommended power supply connections for two voltage regulators use cases:
* LDO mode only
+ LDO/BUCK modes

Note: By default the LDO voltage regulator is enabled after any reset. Switching to BUCK mode is then
required to benefit from its power efficiency.
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Figure 6-2. Power Supply Connections for Linear (LDO) Mode Only

Main Supply VDDANA

(1.62V — 3.63V)

VDDIO

VDDOUT

VDDCORE

GND

GNDANA

Note: Refer to "Schematic Checklist" chapter for additional information.

Figure 6-3. Power Supply Connections for Switching (BUCK) / Linear (LDO) Modes

Main Supply VDDANA
(1.62V — 3.63V)

VvDDIO

ony om o,
4 \\,' N \
I

VDDOUT
VDDCORE

GND

GNDANA

Note: Refer to "Schematic Checklist" chapter for additional information.

© 2021 Microchip Technology Inc. Datasheet DS60001513G-page 26
and its subsidiaries



SAM L10/L11 Family

Analog Peripherals Considerations

Analog Peripherals Considerations

This chapter provides a global view of the analog system, which is composed of the following analog peripherals: AC,

ADC, DAC, OPAMP.

The analog peripherals can be connected to each other as illustrated in the following block diagram.

A\ CAUTION

Figure 7-1. Analog Signal Components Interconnections

GND
DACIREFBUF
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OAONEG shared with DAC Output

DACIREFBUF
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Only one analog output function can be used on the same pin.
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0A2POS

oA2TAP
DACIREFBUF
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DAC/REFBUF
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DAGIREFBUF
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GND-
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VDDANA
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Note: Some OPAMP Outputs (OAxOUT) can be connected directly to specific Analog Comparator or ADC Inputs
(AINXx) if they share the same pad, for example, OAOOUT can be connected to the Analog Comparator AIN3 or ADC

AINS5 input (PAO7 pin).
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Analog Peripherals Considerations

Reference Voltages
Some analog peripherals require a reference voltage for proper operation.

Apart from external voltages (that is, Vppana Or Vrerx), the device has a DETREF module that provides two different
internal voltage references:
+ BANDGAP: A stable voltage reference, fixed at 1.1V.
» INTREF: A variable voltage reference, configured by the Voltage References System Control register in the
Supply Controller (SUPC.VREF).

The respective reference voltage source must be selected within each dedicated analog peripheral register:
» ADC: Reference Control register (ADC.REFCTRL)

» DAC: Reference Selection bits in the Control B register (DAC.CTRLB.REFSEL)
Note: AC has a fixed reference voltage to BANDGAP value.

Analog On Demand Feature

The Analog On Demand feature allows the ADC and the AC analog peripherals to automatically enable the OPAMPx
only when it is needed, thereby allowing a reduction in power consumption. It also allows the ADC analog block to be
powered-off when a conversion is completed.

Note: The Analog On Demand is independent from the On Demand Clock request feature, which is used by
peripherals to automatically request a source clock which was previously stopped.

OPAMP case
The Analog On Demand feature of the OPAMPXx is activated by writing a '1' to the
OPAMP.OPAMPCTRLx.ONDEMAND bit.

In that case, the OPAMPXx is automatically enabled when the ADC or the AC requests it (as an input) and is
automatically disabled when no more requests are coming from these peripherals.

The Analog On Demand feature is not fully supported on cascaded OPAMPs. If several OPAMPs are
cascaded together, only the OPAMPXx that is connected to the ADC or AC can be enabled/disabled
automatically. Upstream OPAMPs will not benefit from this feature.

A\ CAUTION

In Standby Sleep mode, the Analog On Demand feature is still supported if OPAMP.OPAMPCTRLx.RUNSTDBY=1.
If OPAMP.OPAMPCTRLx.RUNSTDBY=0, the OPAMPXx will be disabled entering this Sleep mode.

ADC case
For the ADC peripheral, Analog On Demand feature is enabled by writing the ADC.CTRLA.ONDEMAND bit to '1'.

When this feature is activated, the analog block is powered-off when the conversion is complete.

In Sleep mode, when an ADC start request is detected, the analog block is powered-on again and the ADC starts a
new conversion after the start-up time delay.

Note: If the OPAMPXx is set to accept Analog On Demand requests but the ADC is not, the ADC will send
continuous requests to the OPAMPXx keeping it enabled until the ADC is switching on another input.

AC case
For the AC peripheral,there is no explicit ONDEMAND bit.

Analog On Demand requests are issued either when the AC is used in Single-Shot mode, or when comparisons are
triggered by events from the Event System.

Related Links

44. OPAMP - Operational Amplifier Controller

41. ADC - Analog-to-Digital Converter

42. AC — Analog Comparators
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Device Startup

Device Startup

This section summarizes the SAM L10/L11 device startup sequence which starts after device power-up.
After power-up, the device is kept in reset until the power has stabilized throughout the device.
Once VDDIO/VDDANA and VDDCORE voltages reach a stable value, the internal reset is released.

Clocks Startup

The device selects the OSC16M oscillator which is enabled by default after reset and configured at 4MHz.

This 4MHz clock is also the default time base for the Generic Clock Generator 0 which provides the main clock
(CLK_MAIN) to the system through the GLCK_MAIN clock.
Note: Other generic clocks are disabled to optimize power consumption.

Some synchronous clocks require also to be active after startup.
Note: These active synchronous clocks also receive the 4MHz clock from Generic Clock Generator 0.

Refer to the Clock Mask Register section in the Main Clock (MCLK) chapter to obtain the list of clocks that are
running by default.

Initial Instructions Fetching
After reset is released, the CPU starts fetching from the Boot ROM.

Unless a debugger is connected and places the Boot ROM in a specific mode called Boot Interactive mode, the CPU
will jump to the Flash memory loading the Program Counter (PC) and Stack Pointer (SP) values and start fetching
flash user code. Before jumping to the Flash, the Boot ROM resets the first 2kB of SRAM. The Clocks remain
unchanged.

Note: SAM L10/L11 Boot Interactive mode allows a debugger to perform several actions on the device such as
NVM areas integrity check, chip erase, etc. Refer to 14. Boot ROM for more information.

In addition, the SAM L11 Boot ROM has extra security features, such as device integrity checks, memories and
peripherals security attributions, and Secure Boot that can be executed before jumping to the Flash in Secure state.

1/0 Pins

After reset, the 1/O pins are tri-stated except PA30 pin (configured as an input with pull-up enabled) which is by
default assigned to the SWCLK peripheral function to allow debugger probe detection.

Performance Level Overview
The SAM L10/L11 support two different performance levels: PLO and PL2.

The default performance level after reset is PLO. This performance level is aiming for the lowest power consumption
by limiting logic speeds and CPU frequency. As a consequence, some peripherals and clock sources will work with
limited capabilities.

Full device functionality and performance will be ensured with PL2 mode.

Please refer to the Electrical Characteristics sections for more information.
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Product Mapping

Figure 9-1. SAM L10 Product Mapping

Global Memory Space Code APBA Peripherals APBB Peripherals APBC Peripherals
0x00000000 : 0x00000000 0x40000000 0x41000000 [
Code | ----- ! Flash Reserved
\
0x00400000 1 000010000 0x40000400 0x41002000 0x42000400
I
Data Flash H Reserved
|
0 1 0x00400000 0x42000800
Reserved X 0x41004000 X
NVMRows | --- -~ 1 00804000 T sarrow ]
Reserved 0700805020 [S5fivare Cafbration rou]
0402000000 ! Software Calbraton row 0x40000C00 0x41006000 0x42000C00
:
Boot ROM 1 0x0080C0% oot Gonfguration row
0x02002000 0x40001000 0x41008000 0x42001000
Reserved | 0x40000000
!
: 0x40001400 0x41010000 0x42001400
SRAM | 0x41000000 Reserved
1
0x20004000 1 0x40001800 Ox41FFFFFF 0x42001800
|
Reserved 1 0x42000000
|
0x40000000 0x40001C00 0x42001C00
Peripherals f
0x60000000 | 0x40002000 0x42002000
1 0x60000000
:
It - IOBUS
0x60000800 : PORT 0x40002400 0x42002400
1 0x60000400
Reserved
Reserved
0x80000000 0x40002800 0x42002800
Undefined
0xE0000000 0x40002C00 0x42002C00
OXFFFFFFFF 0x40003000 0x42003000
0x40003400 0x42003400
0x40003800 0x42003800
Reserved Reserved
OX4OFFFFFF Ox42FFFFFF
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Figure 9-2. SAM L11 Product Mapping

Global Memory Space Code APBA Peripherals APBB Peripherals APBC Peripherals
0x00000000 ! 0x00000000 0x40000000 e 0x41000000 0x42000000
Code | ----- : Flash 0x40000200 |= = = = = = = = Reserved 0x42000200
| PAC Secure(
0x00400000 ! 0100010000 0x40000400 0x41002000 0x42000400
Data Flash H Reserved PM
1
0x00400800 Resomved 1 0x00400000 0x40000800 0x41004000 0x42000800
NVMRows | =---- | 0x00804000 MCLK 0x41005000
'
Reserved 1 0xd0E06020
0x02000000 ! 0x40000C00 0x41006000 0x42000C00
: 1 000806038 §
Boot ROM ) Gonencoos RSTC
0x02002000 0x40001000 0x41008000 0x42001000
1
Reserved 1 0x40000000 OSCCTRL
1
0%20000000 : Peripherals 0x40001400 0x41010000 0x42001400
SRAM : 0x41000000 OSC32KCTRL Reserved
1
0x20004000 1 0x40001800 Ox41FFFFFF 0x42001800
1
Reserved 1 0x42000000 SUPC
1
0x40000000 . 0x40001C00 0x42001C00
T I
Peripherals | GCLK
0x60000000 0x40002000 0x42002000
WDT
I0BUS |OBUS
0x60000800 PORT 0x40002400 0x42002400
Reserved RTC
Reserved
0x80000000 0x40002800 0x42002800
EIC
Undefined 0x40002A00 = = = = = = = =
EIC Secure(
0xE0000000 0x40002C00 0x42002C00
FREQM
0x40003000 0x42003000
OXFFFFFFFF
: PORT
0x40003200 = = = = = = = —
PORT Secure("
0x40003400 0x42003400
AC
0x40003800 0x42003800
Reserved Reserved
OX4OFFFFFF Ox42FFFFFF

Note:

1. This peripheral secure memory region will only appear if the peripheral is secured using PAC. Refer to
Mix-Secure Peripherals for details.
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10. Memories

101 Embedded Memories
The 32-bit physical memory address space is mapped as follows:

Table 10-1. Memory Sizes

SAM L11x16(1) SAM L11x15(1) SAM L11x14 (1) SAM L10x14 (1)
SAM L10x16(1) SAM L10x15(1)

Flash 0x00000000

Data Flash 0x00400000 2 2 2 2
SRAM 0x20000000 16 8 8 4
Boot ROM 0x02000000 8 8 8 8

Note: 1.x=EorD.

10.1.1  Flash
SAM L10/L11 devices embed 16 KB, 32 KB or 64 KB of internal Flash mapped at address 0x0000 0000.

The Flash has a 512-byte (64 lines of 8 bytes) direct-mapped cache which is enabled by default after power up.

The Flash is organized into rows, where each row contains four pages. The Flash has a row-erase and a page-write
granularity.

For this Flash technology, a maximum number of 8 consecutive writes is allowed per row. Once this
number is reached, a row erase is mandatory.

A\ CAUTION

Table 10-2. Flash Memory Parameters

Memory Size [KB] Number of Rows Row size [Bytes] Number of Pages Page size [Bytes]

SAM L11x16 / SAM L10x16 (1) 1024
SAM L11x15 / SAM L10x15 (1) 32 128 256 512 64
SAM L11x14 / SAM L10x14 (1) 16 64 256 256 64
Note:

1. x=EorD.

The Flash is divided in different regions. Each region has a dedicated lock bit preventing from writing and erasing
pages on it. Refer to the NVM Memory Organization figures in the chapter “NVMCTRL” to get the different regions
definition.

Note: The regions size is configured by the Boot ROM at device startup by reading the NVM Boot Configuration
Row (BOCOR). Refer to the 14. Boot ROM chapter for additional information.

Table 10-3. Flash Lock Regions Parameters

Number of Flash Lock Regions 2 4
Regions Name Flash (BOOT region) / Flash (APPLICATION Secure Flash (BOOT region) / Non-Secure Flash (BOOT region)
e, Secure Flash (APPLICATION region) / Non-Secure Flash (APPLICATION region)
Datasheet DS60001513G-page 32
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Data Flash

The SAM L10/L11 devices embed 2 KB of internal Data Flash with Write-While-Read (WWR) capability mapped at
address 0x0040 0000.

The Data Flash can be programmed or erased while reading the Flash memory. It is not possible to read the Data
Flash while writing or erasing the Flash.

Note: The Data Flash memory can be executable but requires more cycles to be read which may affect system
performance.

The Data Flash cannot be cached. The Data Flash is organized into rows, where each row contains four pages. The
Data Flash has a row-erase and a page-write granularity.

For this Flash technology, a maximum number of 8 consecutive writes is allowed per row. Once this

CAUTION . )
L number is reached, a row erase is mandatory.

Table 10-4. Data Flash Memory Parameters

Memory Size [KB] Number of Rows Row size [Bytes] Number of Pages Page size [Bytes]
2 8 256 32 64

SAM L10/L11

The Data Flash is divided into one or two regions. Each region has a dedicated lock bit preventing from writing
and erasing pages on it. Refer to the NVM Memory Organization figures in the Chapter “NVMCTR” to obtain the
definitions of the different regions.

Note: The regions size is configured by the Boot ROM at device startup by reading the NVM Boot Configuration
Row (BOCOR).

Table 10-5. Data Flash Lock Regions Parameters

Number of Data FLASH Lock Regions 1 2
Regions Name Data Flash Secure Data Flash / Non-Secure Data Flash
SRAM

SAM L10/L11 devices embed 4 KB, 8 KB, or 16 KB of internal SRAM mapped at address 0x2000 0000.
Table 10-6. SRAM Memory Parameters

SAM L11x16 / SAM L10x16 (1) 16
SAM L11x15 / SAM L10x15 (1) 8
SAM L11x14 (1) 3
SAM L10x14 (1) 4
Note:

1. x=EorD.

SRAM is composed of 4KB sub-blocks which can be retained or not in STANDBY Low-Power mode to optimize
power consumption.

By default, all sub-blocks are retained, but it is possible to switch them off using the Power Manager (PM).

SRAM retention is guaranteed for Watchog, External and System Reset resets. However, the two first 2kB of SRAM
are reset by the Boot ROM.
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Important: SRAM retention is not guaranteed after Power Supply Resets (POR, BOD12 and BOD33).

10.1.4 TrustRAM
SAM L10/L11 devices embed an additional 256 bytes TrustRAM with physical protection features.
Note: Referto 31. TrustRAM (TRAM) for more details.

10.1.5 Boot ROM
SAM L10/L11 devices embed 8 KB of internal ROM mapped at address 0x0200 0000.

Note: For additional information, refer to the section 14. Boot ROM.

10.2 NVM Rows

SAM L10 and SAM L11 have different Non Volatile Memory (NVM) rows which contain device configuration data that
can be used by the system:

Table 10-7. NVM Rows Mapping

User Row (UROW) 0x00804000
Software Calibration Row 0x00806020
Temperature Log Row 0x00806038
Boot Configuration Row (BOCOR) 0x0080C000

10.2.1 NVM User Row (UROW)

The Non Volatile Memory User Row (UROW) contains device configuration data that are automatically read at device
power-on.

This row can be updated using the NVMCTRL peripheral.

When writing to the NVM User Row, the new values are not loaded by the other peripherals on the device until a
device reset occurs.

The NVM User Row can be read at the address 0x00804000.
SAM L10 and SAM L11 have different NVM User Row mappings.

Related Links

30. NVMCTRL — Nonvolatile Memory Controller
25. SUPC — Supply Controller

25.8.5 BOD33

26. WDT — Watchdog Timer

26.8.1 CTRLA

26.8.2 CONFIG

26.8.3 EWCTRL

10.2.1.1 SAM L10 User Row
Table 10-8. SAM L10 UROW Bitfields Definition

Reserved Reserved Reserved Reserved
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12:7

15:

24:

2

14

16

5

26

2

31

854

893

4

4

7

28

32

36

0

1

255:42

NSULCK
Reserved
BOD33_LEVEL
BOD33_DIS

BOD33_ACTION

NVM UnLock Bits
Reserved
BOD33 threshold level at power-on
BOD33 Disable at power-on

BOD33 Action at power-on

BOD12 Calibration Parameters DO NOT CHANGE(1)

WDT_RUNSTDBY
WDT_ENABLE
WDT_ALWAYSON
WDT_PER
WDT_WINDOW
WDT_EWOFFSET
WDT_WEN
BOD33_HYST

Reserved

A\ CAUTION

1.

WDT Runstdby at power-on
WDT Enable at power-on

WDT Always-On at power-on
WDT Period at power-on

WDT Window mode time-out at power-on
WDT Early Warning Interrupt Time Offset at power-on
WDT Timer Window Mode Enable at power-on
BOD33 Hysteresis configuration at power-on

Reserved

Reserved

0x6

0x0

0x1

0x08F

0x0

0x0

0x0

0xB

0xB

0xB

0x0

0x0

Reserved

NVMCTRL.NSULCK

Reserved

SUPC.BOD33

SUPC.BOD33

SUPC.BOD33

Reserved

WDT.CTRLA

WDT.CTRLA

WDT.CTRLA

WDT.CONFIG

WDT.CONFIG

WDT.EWCTRL

WDT.CTRLA

SUPC.BOD33

Reserved

BOD12 is calibrated in production and its calibration parameters must not be changed to ensure the

correct device behavior.

Table 10-9. SAM L10 UROW Mapping

Bit
Pos.

Reserved

BOD33_LEVEL

0x00 7:0 BOD33_LEVEL - NSULCK
0x01 15:8 BOD33_ACTION BOD33_DIS
0x02 23:16 BOD12 Calibration Parameters
08 L2 WDT_PER WDT_ALWAYSON
0x04 39:32 WDT_EWOFFSET
0x05 47:40 Reserved

0x06-0x1F 255:48 Reserved

10.2.1.2 SAM L11 User Row
Table 10-10. SAM L11 UROW Bitfields Definition

5:3

12:7

13

15:14

24:16

SULCK
NSULCK
Reserved
BOD33_LEVEL
BOD33_DIS
BOD33_ACTION

BOD12 Calibration Parameters

NVM Secure Region UnLock Bits
NVM Non-Secure Region UnLock Bits
Reserved

BOD33 threshold level at power-on.
BOD33 Disable at power-on

BOD33 Action at power-on

Do not change(See Note 1 under Caution)

0x7

Reserved

0x6

0x0

0x1

0x08F

WDT_ENABLE WDT_RUNSTDBY | BOD12 Calibration

Parameters
WDT_WINDOW

BOD33_HYST WDT_WEN

NVMCTRL.SULCK
NVMCTRL.NSULCK
Reserved
SUPC.BOD33
SUPC.BOD33
SUPC.BOD33

Reserved
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26

27

31:28

35:32

39:36

40

41

42

43

44

63:45

71:64

77:72

79:78

83:80

87:84

94:88

95

96

127:97

159:128

191:160

223:192

255:224

WDT_RUNSTDBY
WDT_ENABLE
WDT_ALWAYSON
WDT_PER
WDT_WINDOW
WDT_EWOFFSET
WDT_WEN
BOD33_HYST
Reserved

RXN

DXN

Reserved

AS

ANSC

Reserved

DS

Reserved

RS

Reserved

URWEN

Reserved
NONSECA(1)
NONSECB(2: 3)
NONSECC

USERCRC

Notes:

WDT Runstdby at power-on WDT.CTRLA
WDT Enable at power-on 0x0 WDT.CTRLA
WDT Always-On at power-on 0x0 WDT.CTRLA
WDT Period at power-on 0xB WDT.CONFIG
WDT Window mode time-out at power-on 0xB WDT.CONFIG
WDT Early Warning Interrupt Time Offset at power-on 0xB WDT.EWCTRL
WDT Timer Window Mode Enable at power-on 0x0 WDT.CTRLA
BOD33 Hysteresis configuration at power-on 0x0 SUPC.BOD33
Reserved Reserved Reserved

RAM is eXecute Never 0x1 IDAU.SECCTRL
Data Flash is eXecute Never 0x1 NVMCTRL.SECCTRL
Reserved Reserved Reserved
Secure Flash (AS region) Size = AS*0x100(5) OxFF IDAU.SCFGA
Non-Secure Callable Flash (APPLICATION region) Size = ANSC*0x20 0x0 IDAU.SCFGA
Reserved Reserved Reserved
Secure Data Flash Size = DS*0x100 0x8 IDAU.SCFGA
Reserved Reserved Reserved
Secure SRAM Size = RS*0x80 Ox7F IDAU.SCFGR
Reserved Reserved Reserved

User Row Write Enable 0x1 NVMCTRL.SCFGAD
Reserved Reserved Reserved
Peripherals Non-Secure Status Fuses for Bridge A 0x0000_0000 PAC.NONSECA
Peripherals Non-Secure Status Fuses for Bridge B 0x0000_0000 PAC.NONSECB
Peripherals Non-Secure Status Fuses for Bridge C 0x0000_0000 PAC.NONSECC
CRC of NVM User Row bits 223:64 0x8433651E(4) Boot ROM

1. The PAC Peripheral is always secured regardless of its bit value

o DN

The IDAU and NVMCTRL peripherals are always secured regardless of their bit values.

The DSU peripheral is always non-secured regardless of its bit value.

USERCRC value after a ChipErase_ALL (CE2) is 0x3389CD7C.

Secure Flash (AS region) = Secure Flash (APPLICATION region) + Non-Secure Callable Flash

(APPLICATION region)

/\ CAUTION

1. BOD12 s calibrated in production and its calibration parameters must not be changed to ensure the
correct device behavior.

Table 10-11. SAM L11 UROW Mapping

Bit
Pos.

0x00

7:0

BOD33_LEVEL - NSULCK SULCK
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Pos.
0x01 15:8 BOD33_ACTION BOD33_DIS BOD33_LEVEL
0x02 23:16 BOD12 Calibration Parameters
0x03 31:24 WDT_PER WDT_ALWAYSON WDT_ENABLE WDT_RUNSTDBY | BOD12 Calibration
Parameters
0x04 39:32 WDT_EWOFFSET WDT_WINDOW
0x05 47:40 Reserved DXN RXN Reserved BOD33_HYST WDT_WEN
0x06 55:48 Reserved
0x07 63:56 Reserved
0x08 71:64 AS
0x09 79:72 Reserved ANSC
0x0A 87:80 Reserved DS
0x0B 95:88 Reserved RS
0x0C 103:96 Reserved URWEN
0x0D-0xF 127:104 Reserved
0x10-0x13 159:128 NONSECA
0x14-0x17 191:160 NONSECB
0x18-0x1B 223:192 NONSECC
0x1C-0x1F 255:224 USERCRC

10.2.2 NVM Software Calibration Row

The NVM Software Calibration Row contains calibration data that can be used by some peripherals, such as the
ADC. The NVM Software Calibration Row can be read at address 0x00806020.

Note: Calibration data are determined and written during production test and cannot be written.

Table 10-12. NVM Software Calibration Bitfields Definition

2:0 ADC BIASREFBUF ADC Bias Reference Buffer Scaling. Should be written to CALIB register.

5:3 ADC BIASCOMP ADC Bias Comparator Scaling. Should be written to CALIB register.

8:6 DFLLULP Division Factor in PLO DFLLULP Division Factor in PLO. Should be written to DFLLULPCTRL register.
11:9 DFLLULP Division Factor in PL2 DFLLULP Division Factor in PL2. Should be written to DFLLULPCTRL register.
127:12 Reserved Reserved

Table 10-13. NVM Software Calibration Row Mapping

Bit
Pos.

0x00 7:0 DFLLULP Division Factor in PLO ADC BIASCOMP ADC BIASREFBUF
0x01 15:8 Reserved ADC BIASCOMP Division Factor in PL2 DFLLULP Division
Factor in PLO
0x02-0xF 127:16 Reserved

10.2.3 NVM Temperature Log Row
The NVM Temperature Log Row contains calibration data that are determined and written during production test and
cannot be written.

These calibration values are required for calculating the temperature from measuring the temperature sensor in the
Supply Controller (SUPC) by the ADC.
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The NVM Temperature Log Row can be read at address 0x00806038.
Table 10-14. Temperature Log Row Bitfields Definition

7:0 ROOM_TEMP_VAL_INT Integer part of room temperature in °C

11:8 ROOM_TEMP_VAL_DEC Decimal part of room temperature
19:12 HOT_TEMP_VAL_INT Integer part of hot temperature in °C
23:20 HOT_TEMP_VAL_DEC Decimal part of hot temperature
31:24 ROOM_INT1V_VAL 2's complement of the internal 1V reference drift at room temperature (versus a 1.0 centered value)
39:32 HOT_INT1V_VAL 2's complement of the internal 1V reference drift at hot temperature (versus a 1.0 centered value)
51:40 ROOM_ADC_VAL Temperature sensor 12bit ADC conversion at room temperature
63:52 HOT_ADC_VAL Temperature sensor 12bit ADC conversion at hot temperature

Important: Hot temperature corresponds to the maximum operating temperature +/- 5%, hence 85°C +/-
5% (package grade 'U') or 125°C +/- 5% (package grade 'F').

Table 10-15. Temperature Log Row Mapping

Bit
Pos.

0x00 7:0 ROOM_TEMP_VAL_INT
0x01 15:8 HOT_TEMP_VAL_INT ROOM_TEMP_VAL_DEC
0x02 23:16 HOT_TEMP_VAL_DEC HOT_TEMP_VAL_INT
0x03 31:24 ROOM_INT1V_VAL

0x04 39:32 HOT_INT1V_VAL

0x05 47:40 ROOM_ADC_VAL

0x06 55:48 HOT_ADC_VAL ROOM_ADC_VAL
0x07 63:56 HOT_ADC_VAL

10.2.4 NVM Boot Configuration Row (BOCOR)

The Non-Volatile Memory Boot Configuration Row (BOCOR) contains device configuration data that are automatically
read by the Boot ROM program at device startup.

This row can be updated using the NVMCTRL peripheral.

When writing to the NVM Boot Configuration Row, the new values are not loaded by the other peripherals on the
device until a device reset occurs.

The NVM Boot Configuration Row can be read at address 0x0080C000.
SAM L10 and SAM L11 have different NVM Boot Configuration Row mappings.

10.2.4.1 SAM L10 Boot Configuration Row
Table 10-16. SAM L10 BOCOR Bitfields Definition

Reserved Reserved Reserved Reserved

39:32 BOOTPROT Boot Protection size = BOOTPROT*0x100 0x00 Boot ROM

95:40 Reserved Reserved Reserved Reserved

127:96 Reserved Reserved Reserved Reserved
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S S S
511:128 Reserved Reserved Reserved Reserved
639:512 CRCKEY CRC Key All'1's Boot ROM
2047:640 Reserved Reserved Reserved Reserved

Table 10-17. SAM L10 BOCOR Mapping

=113
Pos.

0x00-0x03 31:.0 Reserved
0x04 39:32 BOOTPROT
0x05-0x0B 95:40 Reserved
0x0C-0x0F 127:96 Reserved
0x10-0x3F 511:128 Reserved
0x40-0x4F 639:512 CRCKEY
0x50-0xFF 2047:640 Reserved

10.2.4.2 SAM L11 Boot Configuration Row
Table 10-18. SAM L11 BOCOR Bitfields Definition

Reserved Reserved Reserved Reserved
15:8 BS Secure Flash (BS region) Size = BS*0x100 (2) 0x00 IDAU.SCFGB
21:16 BNSC Non-Secure Callable Flash (BOOT region) Size = BNSC*0x20 0x00 IDAU.SCFGB
23:22 Reserved Reserved Reserved Reserved
25:24 BOOTOPT Boot Option 0x0 Boot ROM
31:26 Reserved Reserved Reserved Reserved
39:32 BOOTPROT Boot Protection size = BOOTPROT*0x100 0x00 IDAU.SCFGB
47:40 Reserved Reserved Reserved Reserved
48 BCWEN Boot Configuration Write Enable 0x1 NVMCTRL.SCFGB
49 BCREN Boot Configuration Read Enable 0x1 NVMCTRL.SCFGB
63:50 Reserved Reserved Reserved Reserved
95:64 BOCORCRC Boot Configuration CRC for bit 63:0 0xDDE78140(1) Boot ROM
127:96 Reserved Reserved Reserved Reserved
255:128 CEKEYO0 Chip Erase Key 0 All 1s Boot ROM
383:256 CEKEY1 Chip Erase Key 1 All 1s Boot ROM
511:384 CEKEY2 Chip Erase Key 2 All 1s Boot ROM
639:512 CRCKEY CRC Key All 1s Boot ROM
895:640 BOOTKEY Secure Boot Key All 1s Boot ROM
1791:896 Reserved Reserved Reserved Reserved
2047:1792 BOCORHASH Boot Configuration Row Digest All 1s Boot ROM

Notes:

1. BOCORCRC value after a ChipErase_ALL (CE2) is 0xC1D7ECCS3.
2. Secure Flash (BS region) = Secure Flash (BOOT region) + Non-Secure Callable Flash (BOOT region).
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Table 10-19. SAM L11 BOCOR Mapping

Bit
Pos.

0x00
0x01
0x02
0x03
0x04
0x05
0x06
0x07
0x08-0x0B
0x0C-0x0F
0x10-0x1F
0x20-0x2F
0x30-0x3F
0x40-0x4F
0x50-0x6F
0x70-0xDF

O0xEOQ-OxFF

10.3

7.0
15:8
23:16
31:24
39:32
47:40
55:48
63:56
95:64
127:96
255:128
383:256
511:384
639:512
895:640
1791:896

2047:1792

Serial Number

Reserved

Reserved
BS
BNSC
Reserved BOOTOPT
BOOTPROT
Reserved
Reserved BCREN BCWEN
Reserved
BOCORCRC
Reserved
CEKEYO
CEKEY1
CEKEY2
CRCKEY
BOOTKEY
Reserved

BOCORHASH

Each device has a unique 128-bit serial number which is a concatenation of four 32-bit words contained at the

following addresses of the NVM Rows memory space:

*  Word 0: 0x0080A00C
»  Word 1: 0x0080A040
»  Word 2: 0x0080A044
»  Word 3: 0x0080A048

Note: The uniqueness of the serial number is only guaranteed when considering all 128 bits.
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SAM L10/L11 Family

Processor and Architecture

Processor and Architecture

Cortex-M23 Processor

The SAM L10/L11 implement the ARM® Cortex®-M23 processor, based on the ARMv8-M Baseline Architecture,
which is the smallest and most energy efficient ARM processor with ARM TrustZone® security technology.

TrustZone® for ARMv8-M provides hardware-enforced security isolation between trusted and the untrusted resources
on a Cortex™-M23 based device, while maintaining the efficient exception handling.

The implemented ARM Cortex-M23 is revision r1p0.
The ARM Cortex-M23 core has two bus interfaces:

+ Single 32-bit AMBA®-5 AHB-Lite system interface that provides connections to peripherals and memories.

» Single 32-bit I/O port bus interfacing to the PORT and Crypto Accelerator peripherals with 1-cycle load and
store.

Note: For more information refer to www.arm.com

Cortex-M23 Configuration
The following table gives the configuration for the ARM Cortex-M23 processor.

Table 11-1. SAM L10/L11 Cortex-M23 Configuration

_ Cortex-M23 Configurable Options SAM L10 Implementation SAM L11 Implementation

Memory Protection Unit (MPU) Not present, 4, 8, 12, or 16 regions One MPU with 4 regions Two MPUs with 4 regions each (one
Secure / one Non-Secure)

Security Attribute Unit (SAU) Absent, 4-region, or 8-region Absent Absent

Implementation Defined Attribution Unit | Present or Absent Absent Present

(IDAU)

SysTick timer(s) Absent, 1 timer or 2 timers (one Secure = One SysTick timer Two timers (One Secure / One Non-
and one Non-Secure) Secure)

Vector Table Offset Register Present or absent Present (one Vector table) Present (two Vector tables)

Reset all registers Present or absent Absent Absent

Multiplier Fast (one cycle) or slow (32 cycles) Fast (one cycle) Fast (one cycle)

Divider Fast (17 cycles) or slow (34 cycles) Fast (17 cycles) Fast (17 cycles)

Interrupts External interrupts 0-240 45(1) 45(1)

Instruction fetch width 16-bit only or 32-bit 32-bit 32-bit

Single-cycle /0 port Present or absent Present Present

Architectural clock gating present Present or absent Present Present

Data endianness Little-endian or big-endian Little-endian Little-endian

Halting debug support Present or absent Present Present

Wake-up interrupt controller (WIC) Present or absent Absent Absent

Number of breakpoint comparators 0,1,2,3,4 4 4

Number of watchpoint comparators 0,1,23,4 2 2

Cross Trigger Interface (CTI) Present or absent Absent Absent

Micro Trace Buffer (MTB) Present or absent Absent Absent

Embedded Trace Macrocell (ETM) Present or absent Absent Absent
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_ Cortex-M23 Configurable Options SAM L10 Implementation SAM L11 Implementation
JTAGNSW debug protocol Selects between JTAG or Serial-Wire Serial-Wire Serial-Wire
interfaces for the DAP
Multi-drop for Serial Wire Present or absent Absent Absent
Note:

1. Refer to Table 11-3 for more information.

For more details, refer to the ARM Cortex-M23 Processor Technical Reference Manual (www.arm.com).

11.1.2 Cortex-M23 Core Peripherals
The processor has the following core peripheral:
» System Timer (SysTick)
— The System Timer is a 24-bit timer clocked by the core frequency.

Important: On SAM L11 devices, there are two System timers, one for Secure state and one
for Non-Secure state.

» Nested Vectored Interrupt Controller (NVIC)
— The NVIC is an embedded interrupt controller that supports low latency interrupt processing.

Important: On SAM L11 devices, there are two Vector tables: the Secure Vector table and the
Non-Secure Vector table.

« System Control Block (SCB)

— The System Control Block (SCB) provides system implementation information and system control that
includes configuration, control, and reporting of system exceptions

*  Memory Protection Unit (MPU)
— The MPU improves system reliability by defining the memory attributes for different memory regions.

Important: On SAM L11 devices, there are two MPUs: one for the Secure state and one
for the Non-Secure state. Each MPU can define memory access permissions and attributes
independently.

» Security Attribution Unit (SAU)
— The SAU improves system security by defining security attributes for different regions.

Important: The SAU is absent from SAM L10 and SAM L11 devices.

For more details, refer to the ARM Cortex-M23 Processor Technical Reference Manual (www.arm.com).
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Table 11-2. Cortex-M23 Core Peripherals Address Map

Core Peripherals Base Address (Non-Secure) Alias Base Address
(SAM L10 and SAM L11) (SAM L11 only)

System Timer (SysTick) 0xEO00E010 0xE002E010
Nested Vectored Interrupt Controller (NVIC) 0xEO00E100 0xE002E100
System Control Block (SCB) 0xEO00EDOO 0xE002EDO0
Memory Protection Unit (MPU) 0xEO00ED90 0xE002ED90

Single Cycle 1/0 Port

The device allows direct access to PORT registers. Accesses to the AMBA® AHB-Lite™ and the single cycle 1/0
interface can be made concurrently, so the Cortex-M23 processor can fetch the next instructions while accessing the
I/Os. This enables single cycle I/O access to be sustained for as long as necessary.

Note: The Crypto Accelerator peripheral also benefits from this port. Refer to the 13.3 Crypto Acceleration section
for more information.

Nested Vector Interrupt Controller

Overview
The Nested Vectored Interrupt Controller (NVIC) in the SAM L10/L11 supports up to 45 interrupt lines with four
different priority levels + 1 Non Maskable Interrupt (NMI) line.

For more details, refer to the Cortex-M23 Technical Reference Manual (www.arm.com).

Interrupt Line Mapping
Each interrupt line is connected to one peripheral instance, as shown in the table below. Each peripheral can have
one or more interrupt flags, located in the peripheral’s Interrupt Flag Status and Clear (INTFLAG) register.

An interrupt flag is set when the interrupt condition occurs. Each interrupt in the peripheral can be individually
enabled by writing a 1 to the corresponding bit in the peripheral’s Interrupt Enable Set (INTENSET) register, and
disabled by writing 1 to the corresponding bit in the peripheral’s Interrupt Enable Clear (INTENCLR) register.

An interrupt request is generated from the peripheral when the interrupt flag is set and the corresponding interrupt is
enabled.

The interrupt requests for one peripheral are ORed together on system level, generating one interrupt request for
each peripheral. An interrupt request will set the corresponding interrupt pending bit in the NVIC interrupt pending
registers (SETPEND/CLRPEND bits in ISPR/ICPR).

For the NVIC to activate the interrupt, it must be enabled in the NVIC interrupt enable register (SETENA/CLRENA
bits in ISER/ICER). The NVIC interrupt priority registers IPRO-IPR11 provide a priority field for each interrupt.

Table 11-3. Interrupt Line Mapping

EIC NMI — External Interrupt Controller NMI NMI
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........... continued

PM — Power Manager
MCLK - Main Clock

OSCCTRL - Oscillators Controller

OSC32KCTRL - 32KHz Oscillators Controller

SUPC - Supply Controller

WDT — Watchdog Timer

RTC — Real Time Counter

EIC — External Interrupt Controller

FREQM - Frequency Meter

PLRDY 0
CKRDY

XOSCRDY

CLKFAIL

OSC16MRDY

DFLLULPRDY
DFLLULPLOCK
DFLLULPNOLOCK
DPLLLCKR

DPLLLCKF

DPLLLTO

DPLLLDRTO

XOSC32KRDY

CLKFAIL

BOD33RDY

BOD33DET

B33SRDY

VREGRDY

VCORERDY

ULPVREFRDY

EW 1
CMPO 2
CMP1

OVF

PERO

PER1

PER2

PER3

PER4

PER5

PERG

PER7

TAMPER

EXTINT 0 3
EXTINT 1 4
EXTINT 2 5
EXTINT 3 6
EXTINT 4.7 7
NSCHK(1)

DONE 8
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........... continued
L S
NVMCTRL — Non-Volatile Memory Controller DONE 9
PROGE
LOCKE
NVME
KEYE
NscHk(1)
PORT - /0 Pin Controller NScHK(1) 10
DMAC - Direct Memory Access Controller SUSP 0 11
TERRO
TCMPL 0
SUSP 1 12
TERR 1
TCMPL 1
SUSP 2 13
TERR 2
TCMPL 2
SUSP 3 14
TERR 3
TCMPL 3
SUSP 4.7 15
TERR4..7
TCMPL 4.7
EVSYS - Event System EVD 0 16
OVRO
EVD 1 17
OVR 1
EVD 2 18
OVR 2
EVD 3 19
OVR3
NScHK(1) 20
PAC - Peripheral Access Controller ERR 21
SERCOMO - Serial Communication Interface 0 (Interrupt Sources vary depending on SERCOM mode) Interrupt Bit 0 22
Interrupt Bit 1 23
Interrupt Bit 2 24
Interrupt Bits 3..6 25
SERCOM1 — Serial Communication Interface 1 (Interrupt Sources vary depending on SERCOM mode) Interrupt Bit 0 26
Interrupt Bit 1 27
Interrupt Bit 2 28
Interrupt Bit 3..6 29
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........... continued
S N
SERCOM?2 — Serial Communication Interface 2 (Interrupt Sources vary depending on SERCOM mode) Interrupt Bit 0 30
Interrupt Bit 1 31
Interrupt Bit 2 32
Interrupt Bits 3..6 33
TCO — Timer Counter 0 ERR A 34
MC 0
MC 1
OVF
TC1 — Timer Counter 1 ERR A 35
MC 0
MC 1
OVF
TC2 — Timer Counter 2 ERRA 36
MC 0
MC 1
OVF
ADC - Analog-to-Digital Converter OVERRUN 37
WINMON
RESRDY 38
AC — Analog Comparator COMP 0 39
COMP 1
WIN 0
DAC - Digital-to-Analog Converter UNDERRUN 40
EMPTY 41
PTC — Peripheral Touch Controller EOC 42
WCOMP
TRNG - True Random Number Generator DATARDY 43
TRAM - TrustRAM DRP 44
ERR
Note:
1. NSCHK interrupt sources will not generate any interrupts for SAM L10 devices.
11.3 High-Speed Bus System
11.3.1  Features
The High-Speed Bus Matrix has the following features:
» 32-bit data bus
» Allows concurrent accesses from different hosts to different clients
» Operation at a one-to-one clock frequency with the bus hosts
11.3.2 Configuration
There are two host-to-client connections to optimize system bandwidth:
* Multi-Client Hosts which are connected through the AHB bus matrix
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Table 11-4. AHB Multi-Client Hosts

AHB Multi-Client Hosts

Cortex-M23 Processor
DSU - Device Service Unit

DMAC - Direct Memory Access Controller / Data Access

Table 11-5. AHB Clients

AHB Clients

Flash Memory
AHB-APB Bridge A (APBA)
AHB-APB Bridge B (APBB)
AHB-APB Bridge C (APBC)
SRAM Port 0 - Cortex-M23 Access
SRAM Port 1 - DMAC Access
SRAM Port 2 - DSU Access
Boot ROM
* Privileged SRAM-access Hosts which have a direct access to some dedicated SRAM ports

Table 11-6. Privileged SRAM-access Hosts

Privileged SRAM-access Hosts

DMAC - Fetch 0 Access
DMAC - Fetch 1 Access
DMAC - Write Back 0 Access

DMAC - Write Back 1 Access

Note: Privileged SRAM-access Hosts rely on SRAM quality of service to define priority levels (SRAM Port ID).
Refer to 11.4 SRAM Quality of Service for more information.
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Figure 11-1. Host-to-Client Access
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SRAM Quality of Service
To ensure that hosts with latency requirements get sufficient priority when accessing RAM, priority levels can be
assigned to the hosts for different types of access.

The Quality of Service (QoS) level is independently selected for each host accessing the RAM. For any access to
the RAM, the RAM also receives a QoS level. The QoS levels and their corresponding bit values are shown in the
following table.

Table 11-7. Quality of Service

Value Name Description

0x0 DISABLE Background (no sensitive operation)
0x1 LOW Sensitive Bandwidth

0x2 MEDIUM Sensitive Latency

0x3 HIGH Critical Latency

Note: If a host is configured with QoS level DISABLE (0x0) or LOW (0x1), there will be a minimum latency of one
cycle to get RAM access.

The priority order for concurrent accesses are decided by two factors:
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* As first priority, the QoS level for the host
» As a second priority, a static priority given by the port ID. The lowest port ID has the highest static priority.

See the tables below for more details.
Table 11-8. HS SRAM Port Connections QoS

HS SRAM Port Connection m Connection Type _ default QoS

DMAC - Direct Memory Access Controller - Direct DMAC QOSCTRL.WRBQOS
Write-Back 1 Access

DMAC - Direct Memory Access Controller - 5 Direct DMAC QOSCTRL.WRBQOS 0x2
Write-Back 0 Access

DMAC - Direct Memory Access Controller - 4 Direct DMAC QOSCTRL.FQOS 0x2
Fetch 1 Access

DMAC - Direct Memory Access Controller - 3 Direct DMAC QOSCTRL.FQOS 0x2
Fetch 0 Access

DMAC - Direct Memory Access Controller - 2 Bus Matrix DMAC QOSCTRL.DQOS 0x2
Data Access

DSU - Device Service Unit 1 Bus Matrix DSU CFG.LQOS 0x2
CM23 - Cortex M23 Processor 0 Bus Matrix 0x41008114, bits[1:0)(1) 0x3
Note:

1. The CPU QoS level can be written/read, using 32-bit access only.
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12. Peripherals Configuration Summary

Table 12-1. Peripherals Configuration Summary

Peripheral Base address AHB clock APB clock Generic PAC
name Clock
Enabled at Enabled at Write Generator Sleep
Reset Reset Protection at Walking
Reset
0 — — —

AHB-APB 0x40000000 —

Y = = = = 7 = PDSW
Bridge A
(APBA)
PAC 0x40000000 21:ERR 6 Y 0 Y — 0 N — 49: ERR Y = PDSW
PM 0x40000400 0: PLRDY — — 1 Y — 1 N — — N/A — PDAO
MCLK 0x40000800 0: CKRDY — — 2 Y — 2 N — — N/A — PDSW
RSTC 0x40000C00 = = = 3 Y = 3 N = — N/A = PDAO
OSCCTRL 0x40001000 | 0: XOSCRDY, — — 4 Y 0: FDPLLO6M 4 N 0: TUNE 1: CLKFAIL Y — PDSW
CLKFAIL, clk source
g:ﬁj 6&?0? 1: FOPLL9GM
= 32kHz
DFLLULPLOC 2:DFLLULP
K, reference
DFLLULPNOL
OCK,
DPLLLCKR,
DPLLLCKF,
DPLLLTO,
DPLLLDRTO
OSC32KCTR | 0x40001400 0: = = 5 Y = 5 N = 2: CLKFAIL Y = PDAO
L XOSC32KRD
Y, CLKFAIL
suPC 0x40001800 0: — — 6 Y — 6 N — 3: BOD33DET Y — PDAO
BOD33RDY,B
OD33DET,
B33SRDY,
VREGRDY,
VCORERDY,
ULPVREFRD
Y
GCLK 0x40001C00 — — — 7 Y — 7 N = = N/A = PDSW
wDT 0x40002000 1 EW — — 8 Y — 8 N — — N/A — PDSW
RTC 0x40002400 2: CMPO-1, — — 9 Y = 9 N 1: TAMPEVT | 4-11: PERO-7 Y 1 PDAO
TAMPER, e AR TIMESTAMP
OVF, PER0-7 . '
12-13:
CMPO-1
14 : TAMPER
15: OVF
16 : PERD
EIC 0x40002800 3: EXTINTO — — 10 Y 3 10 N — 17-24: Y — PDAO
4 EXTINT1 e 0
5: EXTINT2
6: EXTINT3
7: EXTINT4-7,
NSCHK
NMI
FREQM 0x40002C00 8: DONE — — 1 Y 4 1 N — — N/A — PDSW
FREQM_MSR
53
FREQM_REF
PORT 0x40003000 10: NSCHK — — 12 Y — 12 N 3-6: EVU0-3 — Y — PDAO
AC 0x40003400 | 39: COMPO-1, — — 13 Y 17 13 N 16-17: 40-41: Y = PDAO
WINO COMPO-1 COMPO-1
42: WINO
AHB-APB 0x41000000 — 1 Y — — — — — — — N/A — PDSW
Bridge B
(APBB)
DSU 0x41002000 = 4 Y 1 Y = 1 Y = = N/A 2-3: DCCO-1 PDSW
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Peripheral Base address AHB clock APB clock Generic Events DMA Power
name Clock domain
Enabled at Enabled at Write Generator Sleep
Reset Reset Protection at Walking
Reset
7 2 = =

2 N 2: AUTOW — Y PDSW

NVMCTRL 0x41004000 9: DONE,
PROGE,
LOCKE,
NVME, KEYE,
NSCHK

DMAC 0x41006000 11: SUSPO, 3 Y — — — 3 — 7-10: CHO-3 25-28: CHO-3 Y — PDSW
TERRO,
TCMPLO

12: SUSP1,
TERR1,
TCMPL1

13: SUSP2,
TERR2,
TCMPL2

14: SUSP3,
TERR3,
TCMPL3

15: SUSP4-7,
TERR4-7,
TCMPL4-7

HMATRIXHS 0x41008000 — 5 Y — — — 4 N — — N/A — PDSW

AHB-APB 0x42000000 — 2 Y = = = = = - — N/A — PDSW
Bridge C

(APBC)

EVSYS 0x42000000 16: EVDO, — — 0 Y CHO 0 N — — N/A — PDSW
OVRO

17: EVD1,
OVR1

CH2
CH3

© @ N 9

18: EVD2,
OVR2

19: EVD3,
OVR3

20: NSCHK

SERCOMO 0x42000400 22:bit0 — — 1 Y

: CORE 1 N — — N/A 4: RX PDSW
23: bit 1 10: SLOW 5:TX

24: bit 2

25: bit 3-6

SERCOM1 0x42000800 26: bit 0 — — 2 Y 12: CORE 2 N — — N/A 6: RX PDSW
27: bit 1 10: SLOW 7:TX
28: bit 2
29: bit 3-6

SERCOM2 0x42000C00 30: bit 0 — — 3 Y 13: CORE 3 N — — N/A 8:RX PDSW
31: bit1 10: SLOW 9: TX
32: bit 2
33: bit 3-6
TCO 0x42001000 34:ERR, — — 4 Y 14 4 N 11: EVU 29: OVF Y 10: OVF PDSW

MCO, MC1,
OVF

30-31: 11-12: MCO-1
MCX0-1

TC1 0x42001400 35: ERR, — — 5 Y 14 5 N 12: EVU 32: OVF Y 13: OVF PDSW
MCO, MC1,
OVF

33-34: 14-15: MC0-1
MCX0-1

TC2 0x42001800 36: ERR, — — 6 Y 15 6 N 13: EVU 35: OVF Y 16: OVF PDSW
MCO, MC1,
OVF

36-37: 17-18: MCO-1
MCX0-1

ADC 0x42001C00 37: — — 7 Y 16 7 N 14: START 38: RESRDY Y 19: RESRDY PDSW
OVERRUN,

WINMON
38:RESRDY

15 39: WINMON
: FLUSH

DAC 0x42002000 40: — — 8 Y 18 8 N 18: START 43: EMPTY Y 20: EMPTY PDSW
UNDERRUN
41: EMPTY

PTC 0x42002400 42: EOC, = = 9 Y 19 9 N 19 : STCONV 44: EOC Y 21:EOC PDSW
WCOMP

20: DSEQR 45: WCOMP 22:SEQ
23 : WCOMP

TRNG 0x42002800 43: DATARDY — — 10 Y — 10 N — 46 : Y — PDSW
DATARDY
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crennenn.CONtiNUEd
Peripheral Base address AHB clock APB clock Generi Events Power
name Clock domain
Enabled at Enabled at Write Generator Sleep
Reset Reset Protection at Walking
Reset
= = 20 1 Y =

CCL 0x42002C00 — 1 Y N 21:LUTO 47 : LUTO PDSW
22:LUT1 48 : LUT1
OPAMP 0x42003000 — — — 12 Y — 12 N — — N/A — PDSW
TRAM 0x42003400 | 44: DRP, ERR 12 Y = = = 13 = = = N/A = PDSW
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13. SAM L11 Specific Security Features

This chapter provides an overview of the security features which are specific to the SAM L11.

13.1  Features
SAM L11-specific security features can be divided into two main categories.

The first category relates to the ARM TrustZone for Cortex-M technology features:

* Flexible hardware isolation of memories and peripherals:
— Up to six regions for the Flash
— Up to two regions for the Data Flash
— Up to two regions for the SRAM

— Individual security attribution (secure or non-secure) for each peripheral using the Peripheral Access
Controller (PAC)

— Mix-Secure peripherals which support both secure and non-secure security attributions
» Three debug access levels allowing:

— The highest debug level with no restrictions in term of memory and peripheral accesses

— Arrestricted debug level with non-secure memory regions access only

— The lowest debug level where no access is authorized except with a debugger using a Boot ROM-specific
mode

- Different chip erase support according to security settings

» Security configuration is fully stored in Flash and safely auto-loaded at startup during Boot ROM execution using
CRC checks

Important: Debug access levels transitions as Chip Erase commands support are described in the
Boot ROM chapter.

The second category relates to the SAM L11-specific security features, which are not related to ARM TrustZone for
Cortex-M technology support:
» Built-in cryptographic accelerator accessible through cryptographic libraries stored in ROM
— Supporting AES-128 encryption/decryption, SHA-256 authentication, GCM encryption and authentication
» Secure Boot, which performs integrity check on a configurable portion of the Flash (BS memory area)

» Secure pin multiplexing to isolate on dedicated SERCOM I/O pins a secured communication with external
devices from the Non-Secure application

» Data Flash Scrambling

The SAM L11 has other security features, which are not described in this chapter as they are common to both SAM
L10 and SAM L11 such as:

* One True Random Number Generator (TRNG)
» Data Flash and TrustRAM rapid tamper, silent access features
* A unique 128-bit serial number

13.2 Arm TrustZone Technology for Armv8-M

Arm TrustZone for Cortex-M technology is an optional core extension, which enables the system and the software to
be partitioned into Secure and Non-Secure domains.

Secure software can access both Secure and Non-Secure memories and resources, while Non-Secure software can
only access Non-Secure memories and resources.
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Figure 13-1. TrustZone for ARMv8-M
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If the TrustZone is implemented (SAM L11 devices), the system starts up in Secure state by default.

The security state of the processor can be either Secure or Non-Secure.

Important: For additional information, refer to “TrustZone Technology for ARMv8-M Architecture”, which
is available on the Arm web site (www.arm.com).

Memory System and Memory Partitioning
The memory space is partitioned into Non-Secure and Secure memory regions:
* Non-Secure (NS): Non-Secure addresses are used for memory and peripherals accessible by all software, that
is, running on the device
» Secure (S): Secure addresses are used for memory and peripherals accessible only by Secure software or
hosts

* Non-Secure Callable (NSC): NSC is a special type of Secure memory location. It allows software to transition
from Non-Secure to Secure state.

The Cortex-M23 provides two ways for managing the security configurations of the device.

The first solution consists in using the Cortex-M23 SAU (Security Attribution Unit), which is a Memory Protection
Unit (MPU) like hardware embedded in the core. The role of the SAU is to manage all the Secure and Non-
Secure transactions coming from the core. However, using the SAU implies that the security configuration must be
propagated somewhere else in the MCU architecture for security awareness.

The second approach, which is the one used for SAM L11 devices, is articulated around a centralized Implementation
Defined Attribution Unit (IDAU), which is a hardware unit external to the core.

For SAM L11 devices, the IDAU is coupled to the Cortex-M23 and manages all the security configurations related to
the core. In addition, the IDAU propagates all the security configurations to the memory controllers. The IDAU, Flash,
Data Flash and SRAM embedded memories can be split in sub-regions, which are reserved either for the Secure or
for the Non-Secure application. Therefore, the SAU is not required and is absent from SAM L10/L11 devices.

The peripherals security attribution is managed by the Peripherals Access Controller (PAC). The PAC and each
peripheral can be allocated either to the Secure or to the Non-Secure application, with the exception of the PAC,
NVMCTRL, and DSU.
Notes:

1. The PAC and NVMCTRL peripherals are always secured.

2. The DSU peripheral is always non-secured.

© 2021 Microchip Technology Inc. Datasheet DS60001513G-page 54
and its subsidiaries


https://developer.arm.com/products/architecture/m-profile/docs/100690_0101/latest/introduction

13.2.2

13.2.21

SAM L10/L11 Family
SAM L11 Specific Security Features

Both IDAU and PAC security configurations are stored in NVM fuses, which are read after each reset during Boot
ROM execution and are loaded after Boot ROM verifications into their respective registers.

The peripherals security attribution (using PAC) is locked before exiting the Boot ROM execution sequence, that

is, it is not possible to change a peripheral's configuration (Secure or Non-Secure) during application execution.
However, the security attribution of each peripheral, excluding the PAC, NVMCTRL, and DSU, can be modified using
the NONSECx NVM fused from the User Row (UROW) during application execution, hence it can be considered after
any reset.

Memories Security Attribution

The IDAU is used to indicate the processor if a particular memory region is Secure (S), Non-Secure Callable (NSC),
or Non-Secure (NS). It can also mark a memory region to be exempted from security checking.

Table 13-1. IDAU Memory Attribution Definition

N

Non-Secure Memory can be accessed in Secure or Non-Secure state.

Secure Memory can only be accessed in Secure state. It cannot be called from Non-Secure state.
Non-Secure callable Memory can only be accessed in Secure state, but can be called from Non-Secure state.
Exempt No attribution check will be done, and the operation will take place on the bus

Note: Referto " SAM L11 Security Attribution" chapter for the detailed SAM L11 memories and peripherals security
attribution description.

The Cortex-M23 will search each access (fetch or data) in the IDAU, which returns the privilege information about
that specific address. If the access is not permitted, the CPU enters a HardFault exception.

The IDAU memory region's attributes are partly hardwired and partly set by NVM configuration fuses, and are loaded
into the IDAU by the Boot ROM before application execution. The IDAU memory region's attributes are blocked for
further writes from the application, but their current state can still be read through dedicated IDAU registers.

Note: Refer to the "SAM L11 IDAU Memory Mapping Registers".

Flash
The SAM L11 Flash can be divided into six regions:

» The first three regions are called Boot regions and can be configured to support a first-level bootloader for the
application.

» The other regions are called Application regions and relate to the application itself.
The total size of the Boot regions is defined by the BOOTPROT fuses from the NVM Boot Configuration Row
(BOCOR), the Application regions total size being the remaining available size of the Flash.
Each of these Boot/Application global regions can be divided into three sub-regions:

* The Secure sub-region

» The Non-Secure Callable (NSC) sub-region

» The Non-Secure (NS) sub-region

Each sub-region size can be configured using dedicated fuses from the NVM Boot Configuration Row (BOCOR):
» BS fuse corresponds to the size of the Secure + NSC sub-regions of the BOOT region
* BNSC fuse corresponds to the NSC sub-region size of the BOOT region
» AS fuse corresponds to the size of the Secure + NSC sub-regions of the APPLICATION region
* ANSC fuse corresponds to the NSC sub-region size of the APPLICATION region
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Figure 13-2. SAM L11 Flash Memory Mapping
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13.2.2.2 Data Flash
The SAM L11 Data Flash can be divided into two regions:

* The Secure Data Flash region, with a size defined by the DS fuse from the NVM User Row (UROW)
* The Non-Secure (NS) Data Flash region

Figure 13-3. SAM L11 Data Flash Memory Mapping

DS Secure Data Flash

Non-Secure Data Flash

13.2.2.3 SRAM
The SAM L11 SRAM can be divided into two regions:
» The Secure SRAM region, with a size defined by the RS fuse from the NVM User Row (UROW)
* The Non-Secure (NS) SRAM region
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Figure 13-4. SAM L11 SRAM Memory Mapping
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SAM L11 Memory Mapping Configuration Summary

The table below summarizes the mapping of the SAM L11 memory regions.

Table 13-2. SAM L11 Memory Regions Mapping

Memory region Sase address “

Flash (BOOT region)
Secure Flash (BOOT region)
Non-Secure Callable Flash (BOOT region)

Non-Secure Flash (BOOT region) (1)

Flash (APPLICATION region)
Secure Flash (APPLICATION region)

Non-Secure Callable Flash (APPLICATION
region)

Non-Secure Flash (APPLICATION region)

Secure Data Flash
Non-Secure Data Flash
Secure SRAM

Non-Secure SRAM

Note:

0x00000000
0x00000000
Contiguous to Secure Flash (BOOT region)

BS * 256Bytes

BOOTPROT * 256Bytes
BOOTPROT * 256Bytes

Contiguous to Secure Flash (APPLICATION
region)

(BOOTPROT+AS) * 256Bytes

0x00400000
Contiguous to Secure Data Flash
0x20000000

Contiguous to Secure SRAM

BOOTPROT * 256Bytes
BS*256Bytes - BNSC*32Bytes

BNSC * 32Bytes

Flash (BOOT region) remaining size = (BOOTPROT * 256Bytes -

BS*256Bytes)
Flash size - BOOTPROT * 256Bytes (Flash BOOT region)
AS*256Bytes-ANSC*32Bytes

ANSC * 32Bytes

Flash (APPLICATION region) remaining size = (Flash size -
BOOTPROT*256Bytes - AS*256Bytes)

DS * 256Bytes
2KB - Secure Data Flash size
RS * 128Bytes

SRAM size - Secure SRAM size

1. Secure Flash (BOOT region) size cannot be null if a Non-Secure Flash (BOOT region) size is defined.

© 2021 Microchip Technology Inc.
and its subsidiaries

Datasheet

DS60001513G-page 57



SAM L10/L11 Family
SAM L11 Specific Security Features

These are the default memories configurations from fresh from factory or after a ChipErase ALL command:

Figure 13-5. SAM L11 Default Memories Mapping - 64KB Flash Case

Secure Flash | AS = OxFF
(APPLICATION Region) (63kB and 768 Bytes)

\
Non-Secure Flash (APPLICATION Region) 6 ANS (256 Bytes)

Secure Data Flash I DS = 0x8 (2kB)

Secure SRAM RS = 0x7F
(15kB and 896 Bytes)
Non-Secure SRAM IRNS (128 Bytes)

Figure 13-6. SAM L11 Default Memories Mapping - 16/32KB Flash Case

Secure Flash AS = OxFF

(APPLICATION Region)

\J

Secure Data Flash I DS = 0x8
Secure SRAM IRS = Ox7F
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Here is a typical configuration for a device with 64KB of Flash, 2KB of Data Flash and 16KB of SRAM:

« BOOT region:
— Flash (BOOT region) size = 8KB => BOOTPROT = 8192 / 256 = 0x20
— Secure Flash (BOOT region) + Non-Secure Callable Flash (BOOT region) size = 1KB => BS = 1024 / 256 =

0x4

— Non-Secure Callable Flash (BOOT region) size = 32Bytes => BNSC = 32/ 32 = 0x1
— Non-Secure Flash (BOOT region) size = 8KB - 1KB = 7KB

* APPLICATION region:
— Flash (APPLICATION region) size = 64 KB - 8KB = 56KB

— Secure Flash (APPLICATION region) + Non-Secure Callable Flash (APPLICATION region) size = 16KB =>
AS =16 * 1024 / 256 = 0x40

— Non-Secure Callable Flash (APPLICATION region) size = 32Bytes => ANSC = 32/ 32 = 0x1
— Non-Secure Flash (APPLICATION region) size = 56KB - 16KB = 40KB
» Data Flash region:
— Secure Data Flash size = 2KB => DS = 2048 / 256 = 0x8
— Non-Secure Data Flash size = 2 KB - 2 KB = OKB
*  SRAM region:
— Secure SRAM size = 4KB => RS = 4096 / 128 = 0x20
— Non-Secure SRAM size = 16KB - 4KB = 12KB

13.24 SAM L11 IDAU Memory Mapping Registers
The tables below summarizes the mapping of the SAM L11 IDAU memory regions.

All the following registers are Read-only registers.

Table 13-3. SAM L11 IDAU Memory Register Address

SECCTRL 0x41000001
SCFGB 0x41000004
SCFGA 0x41000008
SCFGR 0x4100000C

Table 13-4. SAM L11 IDAU SECCTRL Register (8-bit)

7:0 Reserved RXN (Bit 2) Reserved

Table 13-5. SAM L11 IDAU SCFGB Register (32-bit)

7:0 BS

15:8 Reserved BNSC (bit 8-13)
23:16 BOOTPROT
31:24 Reserved

Table 13-6. SAM L11 IDAU SCFGA Register (32-bit)

7:0 AS
15:8 Reserved ANSC (bit 8-13)
23:16 Reserved DS (bit 16-19)
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........... continued

31:24 Reserved

Table 13-7. SAM L11IDAU SCFGR Register (8-bit)

7:0 Reserved RS (bit 0-6)

Peripherals Security Attribution
In addition to generic protection features, the Peripheral Access Controller (PAC) configures the security privileges for
each individual peripheral in the system.

Each peripheral can only be configured either in Secure or in Non-Secure mode except the IDAU and NVMCTRL
peripherals, which are always Secured, and the DSU peripheral which is always Non-Secured.

The PAC NONSECXx registers (read only) contain one bit per peripheral for that purpose, which is the image of the
NONSECXx fuses from the NVM User row (UROW).

During Boot ROM execution, the NONSECx fuses from the NVM User row are copied in the PAC peripheral
NONSECXx registers so that they can be read by the application.

All peripherals are marked as "exempt" in the memory map, meaning that all bus transactions are propagated. As a
consequence, any illegal accesses are reported back to the PAC and trigger an interrupt if enabled.

The security configuration (Secure or Non-Secure) is propagated to each individual peripheral, thus it is the
responsibility of the peripheral to grant or not the access with the following rules:
» If the peripheral is configured as Non-Secure in the PAC:
— Secure and Non-Secure accesses are granted
» If the peripheral is configured as Secure in the PAC:
— Secure access is granted
— Non-Secure access is discarded (Write is ignored, read 0x0), a PAC error is triggered

Important: These rules do not apply to the specific peripherals called Mix-Secure peripherals.

Note: The Secure application will usually provide an API for the Non-Secure application using the Non-Secure
Callable region (NSC) to allow the Non-Secure application to request specific resources.

Table 13-8. Peripheral PAC Security Attribution (Excluding Mix-Secure Peripherals)

m Secure Host Access Non-Secure Host Access

Non-Secure Read / Write Read / Write

Secure Read / Write Discarded (Write ignored / Read 0x0)
PAC Error is generated

SAM L11 Peripherals Configuration Example

Below is a typical configuration examples where all peripherals except the TCO and SERCOMO are reserved to the
Secure application:

» Secure/Non-Secure Peripherals PAC configuration:
— PAC.NONSECA=PAC.NONSECB=0x0000_0000
— PAC.NONSECC=0x0000_0012 (TC0 and SERCOMO available for the Non-Secure application)
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SAM L11 Memory Space Security Attribution

This table provides the security attributions of the SAM L11 memory space:

Table 13-9. SAM L11 Memory Space Security Attributions

Memory region “

Secure Flash (BOOT region)
Non-Secure Callable Flash (BOOT region)
Non-Secure Flash (BOOT region)

Secure Flash (APPLICATION region)
Non-Secure Callable Flash (APPLICATION region)
Non-Secure Flash (APPLICATION region)
Secure Data Flash

Non-Secure Data Flash

NVM Rows

Boot ROM

Secure SRAM
Non-Secure SRAM
Peripherals
I0BUS

Others (Reserved, Undefined...)

Cortex-M23 Test Target Instructions

Secure
Non-secure callable
Non-secure
Secure
Non-secure callable
Non-secure
Secure
Non-secure

Exempt - eXecute Never
Secure (R/W access)

Non-Secure (Discarded for BOCOR, Read-only for the others)

Secure
Execute-only for CRYA functions

Secure
Non-secure
Exempt - eXecute Never
Exempt - eXecute Never

Secure

Software may check the privilege state of a memory location by using the Cortex-M23 Test Target instructions: TT,

TTT, TTA, and TTAT.

The memory location is referenced using the Cortex-M23 IREGION bitfield, which specifies the IDAU region number
(see the ARMv8-M Architecture Reference Manual for more information).

Table 13-10. SAM L11 IDAU Region Number for TT, TTT, TTA and TTAT Cortex-M23 Instructions

Memory Region IDAU Region Number for TTx Instructions (IREGION bits)

Secure Flash (BOOT region)

Non-Secure Callable Flash (BOOT region)
Non-Secure Flash (BOOT region)

Secure Flash (APPLICATION region)

Non-Secure Callable Flash (APPLICATION region)
Non-Secure Flash (APPLICATION region)

Secure Data Flash

Non-Secure Data Flash

NVM User Rows

0x01
0x02
0x03
0x04
0x05
0x06
0x07
0x08

0x00 (invalid)

Boot ROM 0x09
Secure SRAM 0x0A
Non-Secure SRAM 0x0B
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........... continued

Memory Region IDAU Region Number for TTx Instructions (IREGION bits)

Peripherals
I0BUS

Others (Reserved, Undefined...)

Mix-Secure Peripherals

0x00 (invalid)
0x00 (invalid)

0x00 (invalid)

There are five Mix-Secure peripherals that allow internal resources to be shared between the Secure and Non-

Secure applications:

» The PAC controller which manages peripherals security attribution (Secure or Non-Secure).
» The Flash memory controller (NVMCTRL) which supports Secure and Non-Secure Flash regions programming.
* The I/O controller (PORT) which allows to individually allocate each 1/O to the Secure or Non-Secure

applications.

* The External Interrupt Controller (EIC) which allows to individually assign each external interrupt to the Secure

or Non-Secure applications.

* The Event System (EVSYS) allows to individually assign each event channel to the Secure or Non-Secure

applications.

When a Mix-Secure peripheral is configured as Secure in the PAC, its register map is automatically duplicated in a

Secure and Non-Secure alias:
» The Non-Secure alias is at the peripheral base address.
» The Secure alias is located at the peripheral base address:
— + 0x200 offset for the PAC, EIC, PORT and EVSYS peripherals

Base Address

1 Base Address

Registers
Table

= Base Address + 0x200

Mix-Secure Peripheral :
(Not PAC Secured) :

PAC, PORT, EIC and EVSYS Cases

Mix-Secure Peripheral
(PAC Secured)

Non-Secure
INIES

— + 0x1000 offset for the NVMCTRL peripheral.
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NVMCTRL Case

Base Address . Base Address

Registers Non-Secure

Table : Alias

H
= Base Address + 0x1000
H

Secure
Alias
Mix-Secure Peripheral Mix-Secure Peripheral
(Not PAC Secured) : (PAC Secured)

The Secure alias has the following characteristics:
» All of the peripheral registers are available for the Secure application through the Secure alias

*  When an internal resource becomes available to the Non-Secure application, the corresponding registers
(called Mix-Secure registers) or bitfields in registers are still accessible through this Secure alias by the Secure
application

» Non-Secure accesses to this Secure alias are discarded (Write is ignored, Read is 0x0) and a PAC error is
triggered
The Non-Secure alias has the following characteristics:
» Only a restricted set of registers are available for the Non-Secure application through the Non-Secure alias

» ltis the responsibility of the Secure application to assign some resources to the Non-Secure application. This is
done by setting the corresponding bits in the NONSECx registers of the Mix-Secure peripheral.
— When an internal resource becomes available for the Non-Secure application, the corresponding registers
(called Mix-Secure and Write-Mix-Secure registers) or bitfields in the registers are accessible through the
Non-Secure alias by the Non-Secure application

— Non-Secure accesses to Secure resources (registers, bitfields) are silently discarded (Write is ignored,
Read is 0x0) and no error is generated

» Secure accesses to the Non-Secure alias are silently discarded (Write is ignored, Read is 0x0) and no error is
generated

Mix-Secure Peripheral

.
Base Address . Base Address

Non-Secure registers

Write-Secure registers
+

Non-Secure registers
+

Write-Secure registers

Mix-Secure registers
Write-Mix-Secure registers

Non-Secure Alias = Non-Secure Alias

Base Address + 0x200 or 0x1000

E Base Address + 0x200 or 0x1000
Non-Secure registers
Secure registers
Write-Secure registers

Non-Secure registers
Secure registers
H Write-Secure registers
H Mix-Secure registers
H Write-Mix-Secure registers

Mix-Secure registers
Write-Mix-Secure registers

) H
Secure Alias H Secure Alias

No registers/bitfields Some registers/bitfields
assigned to Non-Secure Accesses :  assigned to Non-Secure Accesses

Mix-Secure peripherals have always the following registers:
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* NONSEC register is a generic register that tells the Non-Secure application which resources inside a Mix-
Secure peripheral can be used

* NSCHK register is a register allowing the Non-Secure application to be notified when the security configuration
of a Mix-Secure peripheral is being modified during application execution

Important: It is recommended that the Non-Secure application first copy the content of NONSEC
register inside NSCHK register, and then enable the NSCHK interrupt flags. Once done, any changes

to the NONSEC register by the Secure application will trigger an interrupt so that Non-Secure application
can take appropriate actions. This mechanism allows the Secure application to dynamically change the
security attribution of a Mix-Secure peripheral and avoid illegal accesses from the Non-Secure application.
The interrupt handler should always copy the NONSEC register to NSCHK register before exiting it.

Mix-Secure peripherals can have five type of registers:
* Non-Secure: these registers will always be available in both the Secure and Non-Secure aliases
» Secure: these registers will never be available in the Non-Secure alias and always available in the Secure alias
»  Write-Secure: these are registers than can:
— Be written or read by the Secure application only in the Secure alias
— Only read by the Non-Secure application in Non-Secure alias. Write is forbidden

» Mix-Secure registers : these ones are used when a resource can be allocated to either the Secure and
Non-Secure alias

— Note that, in some cases, the Mix-Secure properties apply to a bitfield only (like one 1/O bit in the PORT
peripheral register)
» Write-Mix-Secure registers (NVMCTRL peripheral only): these are Mix-Secure registers, which:
— can be written or read by the Secure application only in the Secure alias
— can only be read by the Non-Secure application in Non-Secure alias except if Non-Secure writes are
authorized in NVMCTRL.NONSEC register

Table 13-11. SAM L11 Mix-Secure Peripheral Registers Access

Mix-Secure Peripheral Secure Host Access Non-Secure Host Access

Register

Non-Secure Read / Write

Secure Discarded (Write ignored / Read 0x0)

No Error is generated

Write-Secure Read-only (Write ignored)
Discarded Discarded No Error is generated
Mix-Secure Read / Write | (Write ignored / Read 0x0) | (Write ignored / Read 0x0) | Read/Wirite if the resource is available for the Non-Secure

No Error is generated PAC Error is generated Application

Discarded if not (Write ignored / Read 0x0) and no error is
generated

Write-Mix-Secure Read /Write if the resource is available for the Non-Secure
Application

Read-only if not (Write ignored) and no error is generated

Crypto Acceleration

Overview

The SAM L11 product embeds a hardware/software cryptographic accelerator (CRYA) which supports Advanced
Encryption Standard (AES) encryption and decryption, Secure Hash Algorithm 2 (SHA-256) authentication, and

© 2021 Microchip Technology Inc. Datasheet DS60001513G-page 64
and its subsidiaries



13.3.2

13.3.3

13.3.31

SAM L10/L11 Family
SAM L11 Specific Security Features

Galois Counter Mode (GCM) encryption and authentication through a set of APIs, which are only accessible once the
Boot ROM has completed.

Note: The CRYA cryptographic accelerator is mapped as a client on the IOBUS port and is driven by the CPU using
assembly code (located in ROM).

The Advanced Encryption Standard (AES) is compliant with the American FIPS (Federal Information Processing
Standard) Publication 197 specification. The AES operates on a 128-bit block of input data. The key size used for an
AES cipher specifies the number of repetitions of transformation rounds that convert the input plaintext, into the final
output, called the ciphertext. The AES works on a symmetric-key algorithm, meaning the same key is used for both
encrypting and decrypting the data.

The SHA-256 is a cryptographic hash function that creates a 256-bit digest of a data block. The data block is
processed in chunks of 512 bits.

The GCM is a mode of operation for AES that combines the CTR (Counter) mode of operation with an authentication
hash function.

For detail algorithm specification, refer to following standards and specification:
* AES: FIPS Publication 197, Advanced Encryption Standard (AES)

« SHA: FIPS Pub 180-4, The Secure Hash Standard
*  GCM: NIST Special Publication 800-38D Recommendation

Features

» Advanced Encryption Standard (AES), compliant with FIPS Publication 197
— Encryption with 128-bit cryptographic key
— Decryption with 128-bit cryptographic key

» Secure Hash Algorithm 2 (SHA-256), compliant with FIPS Pub 180-4
— Accelerates message schedule and inner compression loop

» Galois Counter Mode (GCM) encryption using AES engine and authentication
— Accelerates the GF(2128) multiplication for AES-GCM hash function

CRYA APIs

The CRYA APIs which are located in a dedicated Boot ROM area are only accessible from the user application after
the Boot ROM has completed. This area is an execute-only area, meaning the CPU cannot do any loads, but can call
the APIs. The Boot ROM memory space is a secure area, only the secure application can directly call these APlIs.

Table 13-12. CRYA APIs Addresses

AES Encryption 0x02001904
AES Decryption 0x02001908
SHA Process 0x02001900
GCM Process 0x0200190C

Important: All 8-bit pointers from CRYA API functions must be 32-bit aligned.

AES API
The AES software has two function routines to do encryption and decryption on a 128 bit block of input data.

The AES encryption function entry point is located at the Boot ROM address 0x02001904 and the encryption function
parameters are:
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« Src[in] : a pointer to a 128-bit data block to be encrypted

» Dst[out]: a pointer to 128 bit encrypted data

* Keyslin]: a pointer to 128 bit key

» Length[in]: Number of 32-bit words comprising the Key, 4 for 128 bits key

The AES decryption function entry point is located at the Boot ROM address 0x02001908 and the decryption function
parameters are:

« Src[in] : a pointer to a 128-bit data block to be decrypted

» Dstlout]: a pointer to 128 bit decrypted data

* Keyslin]: a pointer to 128 bit key

» Length[in]: Number of 32-bit words comprising the Key, 4 for 128 bits key

The APls are:

/* Type definition for CRYA AES functions. */

typedef void (*crya aes encrypt t) (const uint8 t *keys, uint32 t key len, const uint8 t
*src, uint8 t *dst);

typedef void (*crya aes decrypt t) (const uint8 t *keys, uint32 t key len, const uint8 t
*src, uint8_t *dst);

/* AES encrypt function

* \param keys[in]: A pointer to 128-bit key

* \param key len[in]: Number of 32-bit words comprising the key, 4 for 128-bit key
* \param src[in]: A pointer to a 128-bit data block to be encrypted

* \param dst[out]: A pointer to a 128-bit encrypted data

=/

#define secure crya aes_encrypt ((crya aes encrypt t ) (0x02001904 | 0x1))

/* AES decrypt function

* \param keys[in]: A pointer to 128-bit key

* \param key len[in]: Number of 32-bit words comprising the key, 4 for 128-bit key
* \param src[in]: A pointer to a 128-bit data block to be decrypted

* \param dst[out]: A pointer to a 128-bit decrypted data

=

#define secure crya aes decrypt ((crya aes decrypt t ) (0x02001908 | 0x1))

13.3.3.2 SHA API
The SHA software function can update the digest value based on the 512-bit data.

It is assumed that the message is already preprocessed properly for the SHA algorithm, so that the SHA software
can work directly on 512-bit portions.

The SHA function entry point is located at the Boot ROM address 0x02001900 and has three parameters:
* [In/out]: A pointer to a digest location (digest input and output)

* [In]: A pointer to a 512-bit data block
* [In]: A pointer to a RAM buffer (256B needed for internal algorithm)

The updated digest value is put at first parameter after the function exit.
The APl is:

/* Type definition for CRYA SHA function. */
typedef void (*crya sha process t) (uint32 t digest in out[8], const uint8 t data[64],
uint32 t ram buf([64]);

/* CRYA SHA function

* \param digest in out[In/out]: A pointer to a digest location (digest input and output)
* \param data[In]: A pointer to a 512 bit data block

* \param ram buf[In]: A pointer to a RAM buffer (256B needed for internal algorithm)

=/
#define crya sha process ((crya sha process t ) (0x02001900 | 0x1))
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Code example of using CRYA SHA software:

void sha256 process (uint32_t digest([8 const uint8_t data|64
uint32_t ram buf[64 /* 256 bytes needed for message schedule table */
/* Pointer to CRYA SHA function in ROM */
static void (*crya sha process) (uint32_t digest in out([8 const uint8 t data[64

uint32_t ram buf[64

crya sha process = (void (*) (uint32_t *, const uint8 t *, uint32_t *
*((uint32_t*) 0x02001900

crya_sha process (digest, data, ram buf

13.3.3.3 GCM API

13.4

13.5

The GCM function entry point is is located at the Boot ROM address 0x0200190C and the function parameters are:

» Block1[in]: a pointer to 128-bit data blocks that are to be multiplied
» Block2[in]: a pointer to 128-bit data blocks that are to be multiplied
» dst[out]: a pointer to a location for storing the result

The APl is:

/* Type definition for GF(27128) multiplication */
typedef void (*crya gf multl28 t) (const uint32 t *blockl, const uint32 t *block2, uint32 t
*dst) ;

/* GF(27128) multiplication.
*

* \param blockl[In]: A pointer to 128-bit data blocks that are to be multiplied
* \param block2[In]: A pointer to 128-bit data blocks that are to be multiplied
* \param dst[out]: A pointer to a location for storing the result

=Y

#define secure crya gf multl28 ((crya gf multl28 t ) (0x0200190C | 0x1))

Secure Boot

A Secure Boot with SHA-256-based authentication on a configurable portion on the Flash (BS memory area) is
available with verification mechanisms allowing to reset and restart the authentication process in case of a failure.

Refer to 14. Boot ROM for more information.

Secure Pin Multiplexing on SERCOM

The Secure Pin Multiplexing feature can be used on dedicated SERCOM I/O pins to isolate a secured communication
with external devices from the non-secure application.

This feature is automatically enabled as soon as the security attribution of the SERCOM is set to Secured using the
PAC peripheral.

When this operation occurs:

* The secured SERCOM instances become mapped only on a specific set of 1/0s

» All of the alternate 1/0O pins of the secured SERCOM instance are kept in a Hi-Z configuration
* The PTC cannot enable PTC lines mapped to any of the secured SERCOM instance /O pins
* The CCL I/Os mapped to the secured SERCOM instance I/O pins are set to '0'

Refer to Table 34-1 to obtain the list of pins supporting that feature.
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13.6 Data Flash Scrambling

When Data Flash scrambling is enabled, address and data in the secure portion of the Data Flash are scrambled
when written, and de-scrambled when read.

Refer to 30. NVMCTRL — Nonvolatile Memory Controller for more details.
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Boot ROM

The Boot ROM allows to ensure the integrity of the device at boot.

The Boot ROM features Boot Interactive mode, which allows the user to perform several actions on the device, such
as NVM areas integrity check and chip erase via a debugger connection.

Unless a debugger is connected and places the Boot ROM in Boot Interactive mode, the CPU will jump to the Flash
memory, loading the Program Counter (PC) and Stack Pointer (SP) values, and will start fetching Flash user code.
Note: Before jumping to the Flash, the Boot ROM resets the first 2kB of SRAM. The Clocks remain unchanged.

In addition, the SAM L11 Boot ROM has extra security features, such as device integrity checks, memories/
peripherals security attributions, and secure boot, which can be executed before jumping to the Flash in Secure
state.

For security reasons, while the Boot ROM is executing, no debug is possible except when entering a specific Boot
ROM mode called CPU Park mode.

Related Links

13.1 Features

Features

» Command interface for the host debugger supporting:
— Chip erase commands to provide secure transitions between the different Debug Access Levels (DAL)
— Device integrity check of the NVM memory regions
— Debugger read access of the NVM rows

» CPU Park mode to get access for a debugger to the resources of the device depending on Debug Access Level

(DAL)

+ SAM L11 Added features:
— Device integrity checks
— Memory and peripheral security attributions from user configuration stored in NVM rows
— Secure Boot on Secure Flash (BOOT region) and Non-Secure Callable Flash (BOOT region)

Related Links
13.1 Features

Block Diagram
Figure 14-1. Boot ROM Block Diagram

PAC N

NVMCTRL == DSU

Device Service Unit

SII,\DN?LLJ“ Ke—=> Boot ROM
( ) BCC SWD ost Det
K= ost Debugger
<€ > > Boot Serial
CRYA Communication Wire
Channels Debug
TRNG <:>
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Related Links
13.1 Features

Product Dependencies
In order to use this module, other parts of the system must be configured correctly, as described below.

Related Links
13.1 Features

Clocks
The device selects the OSC16M oscillator which is enabled by default after reset and configured at 4 MHz.

NVM User (UROW) and Boot Configuration (BOCOR) rows
The Boot ROM reads the different NVM rows during its execution.

The relevant fuses must be set appropriately by any configuration tools supporting the device in order to operate
correctly.

Refer to the 10.2 NVM Rows section for additional information.

Debug Operations

For security reasons, no debug is possible during the Boot ROM execution except when entering the Boot ROM CPU
Park mode.

Functional Description
Related Links
13.1 Features

SAM L10 Boot ROM Flow

The SAM L10 Boot ROM checks firstly if a debugger is present to enter the Boot Interactive mode which allows the
user to perform specific tasks via a debugger connection.

Before jumping to the application, the Boot ROM can also enter in a specific mode called CPU Park to allow the
debugger to get access to the resources of the device depending on Debug Access Level (DAL).
Note: Boot Interactive and CPU Park modes are described later on.
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Figure 14-2. SAM L10 Boot ROM Flow
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14.41.1 Typical Boot Timings
The delay is given from the release of the CPU reset to the execution of the first instruction of the user code:

Table 14-1. SAM L10 Typical Boot Timing

Time to reach User Code

1.33ms

144.2 SAM L11 Boot ROM Flow

The SAM L11 Boot ROM sequence consists in performing several security tasks (integrity checks, memories and
peripherals security attribution, secure boot...) before starting the application.

The Boot ROM checks firstly if a debugger is present to enter the Boot Interactive mode which allows the user to
perform specific tasks via a debugger connection.

Before jumping to the application in Secure state, the Boot ROM can also enter in a specific mode called CPU Park
to allow the debugger to get access to the resources of the device depending on Debug Access Level (DAL).
Note: Boot Interactive and CPU Park modes are described later on.
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Figure 14-3. SAM L11 Boot ROM Flow

If no debugger is connected:
automatic exit from Boot interactive mode

Device Integrity Checks

Apply Memories & Peripherals
Security Settings

Is Debugger C

Boot
"Init" Command Interactive
g Mode

Wait for Debugger C

"Exit" Command

BOOTOPT>0 ?

No Bootloader Authentication ‘
Not OK
BS and BOCOR Verificati >
IS Debugger Connected
AND
BREXT == 1? BREXT == 1

CPU Park Mode

BREXT ==0

A 4

Start Application System RESET

14.4.2.1 Device Integrity Checks
For SAM L11 devices, the Boot ROM performs security checks on two CRCs:
* The User Row CRC (USERCRC) which is located in the NVM User Row (UROW) at: [0x80401C:0x80401F]:

0x1C-Ox1F 255:224 USERCRC

* The Boot Configuration Row CRC (BOCORCRC) which is located in the NVM Boot Configuration Row
(BOCOR) at: [0x80C008:0x80C00B]:

0x08-0x0B 95:64 BOCORCRC

14.4.2.1.1 User Row CRC (USER CRC)
USERCRC allows to check the following fuses parameters integrity:
* AS, ANSC, DS, RS
+ URWEN
+ NONSECA, NONSECB, NONSECC
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USERCRC is the CRC of the NVM User row area which starts from 0x00804008 and finish at 0x0080401B (bit 64 to
bit 223):

Table 14-2. SAM L11 UROW Area Computed in USERCRC

Bit
Pos.

0x08 71:64 AS
0x09 79:72 Reserved ANSC
0x0A 87:80 Reserved DS
0x0B 95:88 Reserved RS
0x0C 103:96 Reserved URWEN
0x0D-0xF 127:104 Reserved
0x10-0x13 159:128 NONSECA
0x14-0x17 191:160 NONSECB
0x18-0x1B 223:192 NONSECC

14.4.2.1.2 Boot Configuration Row CRC (BOCORCRC)
BOCORCRC allows to check the following fuses parameters integrity:

- BS,BNSC
- BOOTOPT
- BOOTPROT, BCWEN, BCREN

BOCORCRC is the CRC of the NVM Boot Configuration row area, which starts from 0x0080C000 and finish at
0x00800C007 (bit 0 to bit 63).

Table 14-3. SAM L11 BOCOR Area Computed in BOCORCRC

Bit
Pos.

0x00 7.0 Reserved

0x01 15:8 BS

0x02 23:16 Reserved BNSC

0x03 31:24 BOOTOPT

0x04 39:32 BOOTPROT

0x05 47:40 Reserved

0x06 55:48 Reserved BCREN BCWEN
0x07 63:56 Reserved

If one of the checks fails, the Boot ROM will report the error to the DSU peripheral and will enter the Boot Interactive
mode:

» This will allow, if a debugger is connected, to put the device in the highest debug access level mode (DAL = 2)
by issuing a Chip Erase command . Once in that mode, it is possible for a programming tool to reprogram the
NVM Rows.

*  When the check fails and no debugger is connected, the part will reset and restart the check sequence again.

Note: Boot Interactive mode is described later in this chapter.

14.4.2.1.3 CRC Computation and Programming
The CRCs needs to be recalculated and updated in their respective NVM row as soon as a data from any of the
checked regions is changed.
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Important: USERCRC and BOCORCRC CRCs programming must be done by any programming tool
supporting the SAM L11 devices.

The algorithm is a CRC-32 module embedded in the DSU peripheral and that uses for both CRC calculation with the
following parameters:

+  Width = 32 bits

* Polynomial = 0x04C11DB7 (Poly)

 Initial Value = OXFFFFFFFF (Init)

* Input Data is reflected (Refln)

» Output Data is reflected (RefOut)

* No XOR is performed on the output CRC (XorOut)

Example: the DSU CRC of 0x31, 0x32, 0x33, 0x34, 0x35, 0x36, 0x37, 0x38, 0x39 is 0x340BC6D9

Memories and Peripherals Configurations Initialization
For SAM L11 devices, memories and peripherals security attributions are done by reading the different fuses values
from the NVM User (UROW) and Boot Configuration (BOCOR) rows.

The Boot ROM is responsible for setting these attributions on the different concerned memory and peripheral
controllers:

» Set memory security attribution according to AS, ANSC, DS, RS, BS, BSNC and BOOTPROT fuses
» Set peripherals security attribution according to NONSECA, NONSECB and NONSECC fuses

Important: The Boot ROM does not perform any consistency checks on the configured memory
attributions (e.g setting BS>BOOTPROT will not trigger any errors during Boot ROM execution).

Secure Boot
Depending on the BOOTOPT fuse value (from BOCOR NVM row), the following secure boot integrity checks will be
performed on:

» The Secure Flash (BS region) which is composed by:
— The Secure Flash (BOOT region)
— The Non-Secure Callable Flash (BOOT region)
* And the NVM Boot Configuration row (BOCOR)

Table 14-4. Secure Boot Options

BOOTOPT Verified Areas Verification Method

0 None

1 Secure Flash (BS region) SHA-256

+

NVM BOCOR row

20r3 Secure Flash (BS region) SHA-256 with BOOTKEY

) (defined in BOCOR)

NVM BOCOR row

If the verification fails, the Boot ROM will report the error to the DSU peripheral and will enter the Boot Interactive
mode. This will allow, if a debugger is connected, to put the device in the highest debug level access mode (DAL = 2)
by issuing a Chip Erase command. Once in that mode, it is possible for a programming tool to reprogram the different
memory regions and/or NVM rows.

When verification fails and no debugger is connected, the part will reset and restart the integrity checks sequences
again.

© 2021 Microchip Technology Inc. Datasheet DS60001513G-page 74
and its subsidiaries



SAM L10/L11 Family
Boot ROM

14.4.2.3.1 Hash algorithm (SHA-256) Verification Method
The verifications are done using the standard SHA256 hash algorithm.

Both Secure Flash (BS region) and NVM BOCOR row digests are computed on the defined memory/row area and
compared to their expected reference digest value.
Note: The digest consists of 256 bits, i.e. 32 bytes.

SHA256 with BOOTKEY Variant
To prevent unauthorized change of the bootloader code, the digest computation can be slightly modified to require a
key to produce a valid digest.

When SHA with BOOTKEY is selected (BOOTOPT=2 or =3), the digest computation (for both Secure Flash (BS
region) and NVM BOCOR row) starts by processing the secure boot key (BOOTKEY) data twice, then proceeds with
the rest of data.

This secure boot key (BOOTKEY) is located in the NVM Boot Configuration row (BOCOR) at
[0x80C0050:0x80CO006F]:

0x50-0x6F 895:640 BOOTKEY

14.4.2.3.2 BS Verification
When BOOTOPT>0, the bootloader authentication starts allowing a secure bootloader code to be protected against
inadvertent or malicious changes.

The digest is computed on the Secure Flash (BOOT region) and the Non-Secure Callable Flash (BOOT region).

The digest reference value for this area is stored at the end of the Secure Flash (BOOT region), just before the
Non-Secure Callable Flash (BOOT region).

Note: The last 256 bits where the digest is stored are not included in the computation.

Figure 14-4. BS Digest location in BS memory area

0x00000000 ——
Secure Flash (BOOT Region)
BS
BS Reference Digest : 256bits (32 bytes)
v Non-Secure Callable Flash (BOOT Region) BNSC

BS * Granularity

Important: The Non-Secure Flash (BOOT region) as well as Flash (APPLICATION region) are not part of
the Secure Boot verification. So if an authentication of one of these memory regions is required, it must be
handled by the user code itself.

14.4.2.3.3 BOCOR Verification
When BOOTOPT>0, the digest for the NVM BOCOR row is computed on the whole NVM BOCOR row excluding
BOCORHASH fuse value which is the fuse where to store the digest reference value [0x80C00E0:0x80CO0FF]:
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OXEO0-OxFF 2047:1792 BOCORHASH

14.4.2.4 Typical Boot Timings
Depending on the boot authentication options, the Boot ROM will require a certain time to complete its different tasks.

The delay is given from the release of the CPU reset to the execution of the first instruction of the user code.

Table 14-5. SAM L11 Typical Boot Timings

Boot options Time to reach User Code

BOOTOPT=0 2.30 ms
BOOTOPT=1, BS=0x40 207 ms
BOOTOPT=1, BS=0x80 409 ms
BOOTOPT=2, BS=0x40 209 ms
BOOTOPT=2, BS=0x80 411 ms

14.4.3 Debug Access Levels
The SAM L10 has only two debug access levels (DAL):
» DAL2: Highest debug level access with no restrictions in term of memory and peripheral accesses.
» DALDO: No access is authorized except with a debugger using the Boot ROM Interactive mode.

The possible transitions between each debug access level are described below:

Figure 14-5. SAM L10 Debug Access Levels Transitions

1) Program NVM regions
2) Send SDALO command (NVMCTRL)

After Reset

Delivered parts

e ChipErase
- No key required

The SAM L11 has three possible debug access levels (DAL):

» DALZ2: Highest debug level access with no restrictions in term of memory and peripheral accesses.
* DAL1: Access is limited to the Non-Secure memory regions. Secure memory regions accesses are forbidden.
» DALO: No access is authorized except with a debugger using the Boot ROM Interactive mode.

The possible transitions between each debug access level are described below:
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Figure 14-6. SAM L11 Debug Access Levels Transitions

1) Program NVM regions

Delivered parts 2) Send SDALO command (NVMCTRL)

After Reset

1) Program NVM regions After Reset 1) Program Non-Secure NVM regions

After Reset
2) Send SDAL1 command (NVMCTRL) 2) Send SDALO command (NVMCTRL)

ChipErase_S ChipErase_NS
with CEKEY1 key if BS ==0 with CEKEYO key

ChipErase_ALL
with CEKEY2 key

Decreasing the Debug Level Access is done using the NVMCTRL peripheral command from the debugger or the
CPU.
Note: Referto 30. NVMCTRL — Nonvolatile Memory Controller for more information.

For security reasons, increasing the Debug Level Access is only possible during Boot ROM execution and will be
always preceded by a specific chip erase depending on the Debug Access Level.

Chip Erase
The chip erase commands allow to erase memories of the device and provide secure transitions between the
different Debug Access Levels.

Important: Chip Erase commands are only issued using the Boot ROM Interactive mode (CMD_CEOQ,
CMD_CE1, CMD_CE2 and CMD_CHIPERASE commands).

For SAM L10, the chip erase command does not require a key.
For SAM L11, the chip erase commands are protected with keys (CEKEYXx) defined in the NVM BOCOR row.
Note: The chip erase keys can only be read if BOCOR.BCREN=1.

By default, the devices are delivered with these keys set at “All 1s”.

Important: If the key is set at “All 0s”, the corresponding chip erase command is disabled and it will

be impossible for the debugger to use it. If both the ChipErase_ALL (CE2) key is set at "All 0s" and
BOCOR.BCWEN-=0, full chip erase is permanently disabled. Depending on Debug Access Levels (DALO
or DAL1), Microchip’s failure analysis capabilities are limited when this feature is used.

The following table gives the effect of the Chip Erase commands on the different memories:
Table 14-6. Chip Erase Commands Effects

Boot ROM Command ChipErase_NS ChipErase_S ChipErase_ALL ChipErase (CHIPERASE)
(CE0) (CE1) (CE2)
Key Requirement Yes Yes Yes No
(CEKEYO0) (CEKEY1) (CEKEY2)
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........... continued
I T T

Flash (BOOT region) No No Yes No

BOOTPROT (BS+BNSC+BNS)

Flash (APPLICATION region) - - - Yes

Data Flash - - - Yes

Secure Flash (AS region) No Yes Yes -

Non-Secure Flash (APPLICATION region) Yes Yes Yes

Secure Data Flash (DS) No Yes Yes -

Non-Secure Data Flash Yes Yes Yes

NVM User Row (UROW) No No Yes No

NVM Boot Configuration Row (BOCOR) No No Yes No

Volatile Memories Yes Yes Yes Yes

Debugger Access Level after reset 2 (if DAL was 2) else 1 2 (if DAL was 2 or BS==0) else 1 2 2

Note: Only the ChipErase_ALL (CE2) command affects rows belonging to the BOOT area (BOOTPROT fuse bits)
and the BOCOR row.

Boot ROM Interactive Mode

The interactive mode allows the user to perform several actions on the device during the Boot ROM execution via a
debugger connection.

The debugger communicates with the device using the DSU Boot Communication Channels (BCC) through the
external address range of the DSU peripheral, regardless of the DAL setting. This communication is bi-directional and
allows the debugger to post commands and receive status from the Boot ROM.

Note: Refer to Device Service Unit for more information on BCC.

Enter Interactive Mode (CMD_INIT)
This command allows launching the Boot Interactive command mode of the Boot ROM.

To reach interactive mode, the debugger will trigger a “cold plugging” sequence as described in DSU chapter.

Important: Debugger must not clear DSU.STATUSA.BREXT bit before clearing
DSU.STATUSA.CRSTEXT bit.

When CRSTEXT is cleared, CPU starts Boot ROM Interactive mode execution. After a small delay (5ms advised),
the debugger must check if the Boot ROM has not flagged any errors by checking the BCCD1 bit in DSU.STATUSB
register.

If errors are reported, the debugger can get the error type by checking the DSU.BCC1 register from the DSU external
address space.

Note: Errors reported by the Boot ROM in the DSU.BCC1 register are listed later on in the Boot Interactive Mode
Status section.

If no error is reported, the debugger writes the CMD_INIT command to DSU.BCCO register to request Boot ROM
Interactive mode entry. When command is successful, Boot ROM will place the “SIG_COMM” status in DSU.BCCA1
register.
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14.4.5.1.1 CMD_INIT
Figure 14-7. CMD_INIT Flow diagram
Boot Communication
Channels
BCC1 BCCO
BootiRSls Dev to Dbg Dbg to Dev Debuggeg
Cold
Plugging
Sequence
Debugger clears
CPU in reset CRSTE
CPU executes
Boot ROM Debugger
i triggers
; error Check if error flagged after interactive
Sanity checks g9 in
- > Error code 5 ms from CPU release mode entry
(DSU CPU reset extension)
(DSU CPU
Wait for command
Get command code s CMD_INIT €«—
Signal command > SIG_COMM
mode entry < Check status
after command
Boot ROM in l

interactive mode

Debugger idle

14.4.5.2 Exit Interactive Mode (CMD_EXIT)
This command allows exiting the Boot Interactive mode.
Exiting the Boot Interactive mode allows to jump to one of the following:

* The Application
* The CPU Park Mode
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14.4.5.2.1 CMD_EXIT
Figure 14-8. CMD_EXIT to APP flow diagram

R

Cold Plugging __—
Sequence /

/

/ Debugger clearS//
CRSTEXT—

L

Check i

error flagged a

ebugger clea
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Figure 14-9. CMD_EXIT to Park mode flow diagram
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14.4.5.3 System Reset Request (CMD_RESET)

This command allows resetting the system using a system reset request. Since the reset is executed immediately
after receiving the command, no reply is sent to the debugger.

After reset, the CPU executes the Boot ROM code from the beginning

14.4.5.4 Chip Erase (CMD_CHIPERASE) - SAM L10 only
CMD_CHIPERASE command erases the entire device except BOOT area, and reverts to Debug Access Level 2.
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14.4.5.4.1 CMD_CHIPERASE (SAM L10 only)
Figure 14-10. CMD_CHIPERASE Flow diagram
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is reported Debugger idle

14.4.5.5 Chip Erase (CMD_CEx) - SAM L11 only
CMD_CEx commands are used to erase specific part of the device and to increase the Debug Access Level.
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14.4.5.5.1 CMD_CEx (SAM L11 only)
Figure 14-11. CMD_CEx Flow diagram
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14.4.5.6 NVM Memory Regions Integrity Checks (CMD_CRC)

Debugger idle

The Boot ROM provides a way to check the integrity of the embedded non-volatile memories which may be of

interest in case of a failure analysis.

This requires the user to place tables describing the memory area to be checked with their expected CRC values.

Note: During this integrity check process, the debugger sends the CRC table address to the device.
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Important: The table(s) must be programmed by the programming tool in addition to the application
binaries.

14.4.5.6.1 CRC Table format
Table 14-7. CRC Table Fields Description

Field HDR ADDR SIZE REFVAL
Offset 0x0 0x4 0x8 0xC
Value 0x43524349 0x00000000 0x100 0xAABBCCDD

Note 1: ADDR must be a multiple of 4 (Only ADDR[31:2] are used).
Note 2: SIZE must be a multiple of 4 (Only SIZE[31:2] are used).
Note 3: The expected value is the computed CRC32 value of the memory target.

14.4.5.6.2 Requirements
» Each table occupies 16 bytes in memory.
» The table must start at a 16byte aligned address. (i.e. OxXXXXXXXX0)

* The table must be placed in the same memory region as its target memory range. (i.e. a table placed in the
Secure Flash (APPLICATION region) can only target Secure Flash (APPLICATION region) memory addresses).
Note: There are two exceptions to this rule:

» For SAM L10: all non-volatile memories are considered as a single region (e.g. a table located in Data
Flash can target Flash)

* For SAM L11: ANSC and BNSC regions are considered to belong to the same region as their “parent”
region: AS for ANSC and BS for BNSC.

14.4.5.6.3 CRC Command Key
The CRC command (CMD_ CRC) requires an access key (CRCKEY) which is in the NVM BOCOR row at:

[0x80C040:0x80C04F]:
0x40-0x4F 639:512 CRCKEY

Just like the ChipErase keys, the key can be set to all Os to prevent any access to the command.
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14.4.5.6.4 CMD_CRC
Figure 14-12. CMD_CRC Flow diagram
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14.4.5.7 Random Session Key Generation (CMD_DCEK) - SAM L11 only

This command allows using a challenge-response scheme to prevent exposure of the keys in clear text on the
debugger communication lines.

The different keys sent by the debugger during the Boot ROM for Chip Erase (CMD_CEx) and CRC (CMD_CRC)
commands execution are:

* CRCKEY for CMD_CRC command
* CEKEYx for CMD_CEx commands

Note: The CMD_DCEK command has no effect on the SAM L10, the key derivation will not be enabled.

The random challenge value is generated using the TRNG of the device. It is generated once the CMD_DCEK is
received and communicated to the debugger.

The next CMD_CEx or CMD_CRC commands will expect the key value to be replaced by the computed response
corresponding to the challenge.

The challenge value is valid only for the next CMD_CEx/ CMD_CRC command.

Before sending a new CMD_CEx/ CMD_CRC command, a CMD_DCEK shall be used to re-enable the challenge-
response scheme a get a new challenge value.

On the debugger side, the response shall be computed using the following algorithm:

Figure 14-13. Debugger Algorithm

Random Mumber (128bits) Chiperase Key = (128bits)
(Challenge) + Keylndex (32bits) provided by user

Message (160bits) Key (128bits)

HMAC-SHAZ256-128

Computed value (128 bits)

( Response (128 bits) (

Where Keylndex is:

* 0 for ChipErase_NS
» 1 for ChipErase_S

» 2 for ChipErase_ALL
» 3 for CRC Command

Notes:
» HMAC is described in FIPS PUB 198-1
» The hash used for HMAC is SHA-256
» The output of the HMAC-SHA256 is truncated to obtain an HMAC-SHA256-128 as explained in RFC4868
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14.4.5.7.1 CMD_DCEK (SAM L11 only)
Figure 14-14. CMD_DCEK Flow diagram
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14.4.5.8 NVM Rows Content Checks (CMD_RAUX)
The Boot ROM provides a way to check the content of the NVM rows.

When device is secured (DALO), the fuse configuration can still be read by the debugger using the Read Auxiliary
command (CMD_RAUX).

The following areas are accessible:
Table 14-8. Accessible Memory Range by Read Auxiliary Row Command(")

User row (UROW) 0x00804000 0x0080401F

Software Calibration row 0x00806020 0x0080602F
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S N
Temperature Log row 0x00806038 0x0080603F
Note:
1. Boot Configuration row (BOCOR) is not accessible by the Read Auxiliary Row command.
14.4.5.8.1 CMD_RAUX
Figure 14-15. CMD_RAUX Flow diagram
Boot Communication
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BCCH1 BCCO
BootiRel Dev to Dbg Dbg to Dev Debugagy
Boot ROM in
interactive mode
CMD_RAUX <€—
< Wait for command | Get command code = Debugger requests
a word in AUX
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< Wait for address s Address (eg 0x0) read loop
N Debugger polls
Address in 0 for status update
B — ——> SIG_ARG_INVALID Get status O
< |
Boot ROM in :
interactive mode ebusocnidl

Note: After the CMD_RAUX is sent, the debugger can read multiple data, the read loop is exit when an out of range
address is sent.
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Table 14-9. Boot Interactive

14.4.5.9 Boot Interactive Mode Commands

Mode Commands

CMD_INIT
CMD_EXIT
CMD_RESET
CMD_CEO
CMD_CE1
CMD_CE2
CMD_CHIPERASE
CMD_CRC

CMD_DCEK

CMD_RAUX

Entering Interactive Mode

Exit Interactive Mode

System Reset Request

ChipErase_NS for SAM L11
ChipErase_S for SAM L11
ChipErase_ALL for SAM L11
ChipErase for SAM L10

NVM Memory Regions Integrity Checks

Random Session Key Generation for
SAM L11

NVM Rows Integrity Checks

14.4.5.10 Boot Interactive Mode Status

Table 14-10. Boot Interactive Mode Status

SIG_NO
SIG_SAN_FFF
SIG_SAN_UROW
SIG_SAN_SECEN
SIG_SAN_BOCOR
SIG_SAN_BOOTPROT
SIG_SAN_NOSECREG

SIG_COMM

SIG_CMD_SUCCESS
SIG_CMD_FAIL
SIG_CMD_BADKEY
SIG_CMD_VALID
SIG_CMD_INVALID
SIG_ARG_VALID
SIG_ARG_INVALID
SIG_CE_CVM
SIG_CE_ARRAY_ERASEFAIL
SIG_CE_ARRAY_NVME
SIG_CE_DATA_ERASEFAIL
SIG_CE_DATA_NVME
SIG_CE_BCUR
SIG_CE_BC

SIG_BOOT_OPT

No Error

Fresh from factory error

UROW checksum error

SECEN parameter error

BOCOR checksum error
BOOTPROT parameter error

No secure register parameter error

Debugger start communication
command

Debugger command success
Debugger command fail
Debugger bad key

Valid command

Invalid command

Valid argument

Invalid argument

Chip erase error: CVM

Chip erase error: array erase fail
Chip erase error: array NVME
Chip erase error: data erase fail
Chip erase error: data NVME
Chip erase error: BOCOR, UROW
Chip erase error: BC check

BOOTOPT parameter error

0x444247 | 55

0x444247  AA

0x444247 | 52

0x444247  EO

0x444247 | E1

0x444247 E2

0x444247 | E3

0x444247  CO

0x444247 | 44

0x444247 | 4C

0xEC0000 | 00

0xEC0000 10

0xEC0000 | 11

0xEC0000 12

0xEC0000 | 13

0xEC0000 14

0xEC0000 | 15

0xEC0000 20

0xEC0000 | 21

0xEC0000 22

0xEC0000 | 23

0xEC0000 24

0xEC0000 | 25

0xEC0000 26

0xEC0000 | 27

0xEC0000 30

0xEC0000 | 31

0xEC0000 = 32

0xEC0000 | 33

0xEC0000 34

0xEC0000 | 35

0xEC0000 = 36

0xEC0000 | 40
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Boot ROM

........... continued
T S I S

SIG_BOOT_ERR Boot image digest verify fail 0xEC0000

SIG_BOCOR_HASH BOCOR hash error 0xEC0000 | 42

SIG_CRC_BADTBL Bad CRC table 0xEC0000 50

SIG_SECENO_ERR PAC or IDAU cfg check failure 0xEC0000 K 60

SIG_SECEN1_ERR PAC or IDAU cfg check failure 0xECO0000 @ 61

SIG_EXIT_ERR Exit: BC or check error 0xEC0000 | 70

SIG_HARDFAULT Hardfault error 0xEC0000 FO

SIG_BOOTOK Boot ROM ok to exit 0xEC0000 | 39

CPU Park mode

This mode allows the debugger to get access to the resources of the device during Boot ROM execution while the
CPU is trapped in a while loop. The debug access level when entering that mode corresponds to the DAL value
which is programmed in the device.

Important: This mode is the recommended way to enter a debugging session in a safe way even if it is
also possible to launch a debug session when the application is running.

This mode is reached by sending the Exit command (CMD_EXIT) without clearing the DSU.STATUSA.BREXT bit to
the Boot ROM.

As soon as the BREXT bit is cleared, the device exits this state and performs a system reset.
At this point, the MPU is still enabled and prevents software execution elsewhere than in Boot ROM region.

If the host needs to run software on the device, MPU shall be disabled by accessing the Cortex-M23 MPU CTRL
register with the debugger.
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PAC - Peripheral Access Controller

PAC - Peripheral Access Controller

Overview

The Peripheral Access Controller provides an interface for the locking and unlocking and for managing security
attribution of peripheral registers within the device. It reports all violations that could happen when accessing a
peripheral: write protected access, illegal access, enable protected access, access when clock synchronization or
software reset is on-going. These errors are reported in a unique interrupt flag for a peripheral. The PAC module also
reports errors occurring at the client bus level, when an access to a non-existing address is detected.

Features

» Manages write protection access and reports access errors for the peripheral modules or bridges.

* Manages security attribution for the peripheral modules (SAM L11)

Block Diagram
Figure 15-1. PAC Block Diagram

PAC

| RQ l Client ERROR
APB INTFLAG

CLIENTs

Peripheral ERROR

BUSn

PERIPHERAL m

WRITE CONTROL

PERIPHERAL 0

Peripheral ERROR

BUSO

WRITE CONTROL

PERIPHERAL 0

Product Dependencies

In order to use this peripheral, other parts of the system must be configured correctly, as described below.

10 Lines
Not applicable.

Power Management

The PAC can continue to operate in any Sleep mode where the selected source clock is running. The PAC interrupts
can be used to wake up the device from Sleep modes. The events can trigger other operations in the system without

exiting sleep modes.

Related Links
22. PM — Power Manager
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15.4.4

15.4.5

15.4.6

15.4.7

15.4.8

15.4.9

15.5

15.5.1

SAM L10/L11 Family

PAC - Peripheral Access Controller

Clocks

The PAC bus clocks (CLK_PAC_APB and CLK_PAC_AHB) can be enabled and disabled in the Main Clock module.
The default state of CLK_PAC_APB and CLK_PAC_AHB can be found in the related links.

Related Links

19. MCLK — Main Clock

19.6.2.6 Peripheral Clock Masking

DMA
Not applicable.

Interrupts

The interrupt request line is connected to the Interrupt Controller. Using the PAC interrupt requires the Interrupt
Controller to be configured first.

Table 15-1. Interrupt Lines

PAC ERR

Events
The events are connected to the Event System, which may need configuration.

Related Links
33. EVSYS — Event System

Debug Operation

When the CPU is halted in Debug mode, write protection of all peripherals is disabled and the PAC continues normal
operation.

Register Access Protection
All registers with write access can be write-protected optionally by the Peripheral Access Controller (PAC), except for
the following PAC registers:

»  Write Control (WRCTRL) register

» AHB Client Bus Interrupt Flag Status and Clear (INTFLAGAHB) register

» Peripheral Interrupt Flag Status and Clear n (INTFLAG A/B/C...) registers

Optional write protection by the Peripheral Access Controller (PAC) is denoted by the "PAC Write Protection" property
in each individual register description.

PAC write protection does not apply to accesses through an external debugger.

SAM L11 TrustZone Specific Register Access Protection
All PAC registers can only be accessed in the secure alias, with the following exceptions:

» Write Control (WRCTRL) register is also accessible in the Non-Secure Alias, but only for write protection
requests on non-secured peripherals.

» Peripheral Write Protection Status (STATUSN) registers are also accessible in the Non-Secure Alias, but they
will only report information on non-secured peripherals.

Note: Refer to the Mix-Secure Peripherals section in the SAM L11 Security Features chapter for more information.

Functional Description

Principle of Operation

The Peripheral Access Control module allows the user to set a write protection or security attribution on peripheral
modules and generate an interrupt in case of a peripheral access violation. The peripheral’s protection can be set,
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15.5.2.1

15.5.2.2

15.5.2.3

15.5.2.4

15.5.2.5
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PAC - Peripheral Access Controller

cleared or locked at the user discretion. A set of Interrupt Flag and Status registers informs the user on the status of
the violation in the peripherals. In addition, client bus errors can be also reported in the cases where reserved area is
accessed by the application.

Basic Operation

Initialization
After reset, the PAC is enabled.

Initialization, Enabling and Resetting
The PAC is always enabled after reset.

Only a hardware reset will reset the PAC module.

Operations

The PAC module allows the user to set, clear or lock the write protection status and security attribution of all
peripherals on all Peripheral Bridges.

If a peripheral register violation occurs, the Peripheral Interrupt Flag n registers (INTFLAGn) are updated to inform
the user on the status of the violation in the peripherals connected to the Peripheral Bridge n (n = A,B,C ...). The
corresponding Peripheral Write Control Status n register (STATUSN) gives the state of the write protection for all
peripherals connected to the corresponding Peripheral Bridge n. The corresponding Peripheral Non-Secure Status
n register (NONSECNn) gives the state of the security attribution for all peripherals connected to the corresponding
Peripheral Bridge n. Refer to 15.5.2.4 Peripheral Access Errors for details.

The PAC module also report the errors occurring at client bus level when an access to reserved area is detected.
AHB Client Bus Interrupt Flag register (INTFLAGAHB) informs the user on the status of the violation in the
corresponding client. Refer to the 15.5.2.9 AHB Client Bus Errors for details.

Peripheral Access Errors
The following events will generate a Peripheral Access Error:

» Protected write: To avoid unexpected writes to a peripheral's registers, each peripheral can be write protected.
Only the registers denoted as “PAC Write-Protection” in the module’s datasheet can be protected. If a peripheral
is not write protected, write data accesses are performed normally. If a peripheral is write protected and if a write
access is attempted, data will not be written and peripheral returns an access error. The corresponding interrupt
flag bit in the INTFLAGN register will be set.

» lllegal access: Access to an unimplemented register within the module.

» Synchronized write error: For write-synchronized registers an error will be reported if the register is written while
a synchronization is ongoing.

When any of the INTFLAGN registers bit are set, an interrupt will be requested if the PAC interrupt enable bit is set.

Write Access Protection Management
Peripheral access control can be enabled or disabled by writing to the WRCTRL register.

The data written to the WRCTRL register is composed of two fields; WRCTRL.PERID and WRCTRL.KEY. The
WRCTRL.PERID is an unique identifier corresponding to a peripheral. The WRCTRL.KEY is a key value that defines

the operation to be done on the control access bit. These operations can be “clear protection”, “set protection” and
“set and lock protection bit”.

The “clear protection” operation will remove the write access protection for the peripheral selected by
WRCTRL.PERID. Write accesses are allowed for the registers in this peripheral.

The “set protection” operation will set the write access protection for the peripheral selected by WRCTRL.PERID.
Write accesses are not allowed for the registers with write protection property in this peripheral.

The “set and lock protection” operation will set the write access protection for the peripheral selected by
WRCTRL.PERID and locks the access rights of the selected peripheral registers. The write access protection will
only be cleared by a hardware reset.

The peripheral access control status can be read from the corresponding STATUSn register.
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15.5.2.6 Write Access Protection Management Errors

15.5.2.7

15.5.2.8

15.5.2.9

Only word-wise writes to the WRCTRL register will effectively change the access protection. Other type of accesses
will have no effect and will cause a PAC write access error. This error is reported in the INTFLAGN.PAC bit
corresponding to the PAC module.

PAC also offers an additional safety feature for correct program execution with an interrupt generated on double
write clear protection or double write set protection. If a peripheral is write protected and a subsequent set protection
operation is detected then the PAC returns an error, and similarly for a double clear protection operation.

In addition, an error is generated when writing a “set and lock” protection to a write-protected peripheral or when a
write access is done to a locked set protection. This can be used to ensure that the application follows the intended
program flow by always following a write protect with an unprotect and conversely. However in applications where a
write protected peripheral is used in several contexts, e.g. interrupt, care should be taken so that either the interrupt
can not happen while the main application or other interrupt levels manipulates the write protection status or when
the interrupt handler needs to unprotect the peripheral based on the current protection status by reading the STATUS
register.

The errors generated while accessing the PAC module registers (eg. key error, double protect error...) will set the
INTFLAGN.PAC flag.

SAM L11 Security Attribution Management
The peripheral security attribution status can be read from the corresponding NONSECn register.

SAM L11 Security Attribution Management Errors

The errors generated while accessing the PAC module registers (e.g., key error, double protect error...) will set the
INTFLAGN.PAC flag.

AHB Client Bus Errors

The PAC module reports errors occurring at the AHB Client bus level. These errors are generated when an access
is performed at an address where no client (bridge or peripheral) is mapped or where non-secure accesses are
prohibited. These errors are reported in the corresponding bits of the INTFLAGAHB register.

15.5.2.10 Generating Events

15.5.3

15.5.4

15.5.5

The PAC module can also generate an event when any of the Interrupt Flag registers bit are set. To enable the PAC
event generation, the control bit EVCTRL.ERREO must be seta '1'.

DMA Operation
Not applicable.

Interrupts
The PAC has the following interrupt source:

« Error (ERR): Indicates that a peripheral access violation occurred in one of the peripherals controlled by the PAC

module, or a bridge error occurred in one of the bridges reported by the PAC
— This interrupt is a synchronous wake-up source.

Each interrupt source has an interrupt flag associated with it. The interrupt flag in the Interrupt Flag Status and Clear
(INTFLAGAHB and INTFLAGN) registers is set when the interrupt condition occurs. Each interrupt can be individually
enabled by writing a '1' to the corresponding bit in the Interrupt Enable Set (INTENSET) register, and disabled
by writing a '1' to the corresponding bit in the Interrupt Enable Clear (INTENCLR) register. An interrupt request is
generated when the interrupt flag is set and the corresponding interrupt is enabled. The interrupt request remains
active until the interrupt flag is cleared, the interrupt is disabled, or the PAC is reset. All interrupt requests from the
peripheral are ORed together on system level to generate one combined interrupt request to the NVIC. The user
must read the INTFLAGAHB and INTFLAGN registers to determine which interrupt condition is present.

Note that interrupts must be globally enabled for interrupt requests to be generated.

Related Links
22.6.3.3 Sleep Mode Controller

Events
The PAC can generate the following output event:
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« Error (ERR): Generated when one of the interrupt flag registers bits is set

Writing a '1' to an Event Output bit in the Event Control Register (EVCTRL.ERREO) enables the corresponding
output event. Writing a '0'" to this bit disables the corresponding output event.

Sleep Mode Operation

In Sleep mode, the PAC is kept enabled if an available bus host (CPU, DMA) is running. The PAC will continue to
catch access errors from the module and generate interrupts or events.

SAM L11 Secure and Non-Secure Read/Write Accesses
Non-Secure write to EVCTRL, INTENCLR, INTENSET, INTFLAGAHB, INTFLAGx, and NONSECXx registers is
prohibited.

Non-Secure read to EVCTRL, INTENCLR, INTENSET, INTFLAGAHB, and INTFLAGx registers will return zero with
no error resulting.

Non-secure write to a bit of STATUSKx registers (by writing to the WRCTRL register) is prohibited if the corresponding
bit in NONSECx is zero.

STATUSKX bits relating to secure peripherals (i.e., the corresponding bits in NONSECx are zero), read as zero in
Non-Secure mode, with no error resulting.

Synchronization
Not applicable.
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Core | e+
7:0

0x00

0x04
0x05

0x07
0x08
0x09
0x0A
0xO0F

0x10

0x14

0x18

0x1C

0x20

0x33

0x34

0x38

0x3C

SAM L10/L11 Family

PAC - Peripheral Access Controller

Register Summary

Important:

For SAM L11, the PAC register map is automatically duplicated in a Secure and Non-Secure alias:
* The Non-Secure alias is at the peripheral base address
» The Secure alias is located at the peripheral base address + 0x200

Refer to Mix-Secure Peripherals for more information on register access rights

PERID[7:0]
WRCTRL 15:8 PERID[15:8]
23:16 KEY[7:0]
31:24
EVCTRL 7:0 ERREO
Reserved
INTENCLR 7:0 ERR
INTENSET 7:0 ERR
Reserved
HSRAMDMA
7:0 BROM HSRAMDSU S HSRAMCPU APBC APBB APBA FLASH
INTFLAGAHB 15:8
23:16
31:24
7:0 GCLK SUPC OSC3iKCTR OSCCTRL RSTC MCLK PM PAC
INTFLAGA 15:8 AC PORT FREQM EIC RTC WDT
23:16
31:24
7:0 Reserved DMAC NVMCTRL DSU IDAU
15:
INTFLAGB 58
23:16
31:24
7:0 ADC TC2 TC1 TCO SERCOM2 = SERCOM1 | SERCOMO EVSYS
15: TRAM PAMP L TRN PT DA
INTFLAGC 58 © ce G c c
23:16
31:24
Reserved
7:0 GCLK SUPC OSCBfKCTR OSCCTRL RSTC MCLK PM PAC
STATUSA 15:8 AC PORT FREQM EIC RTC WDT
23:16
31:24
7:0 Reserved DMAC NVMCTRL DSU IDAU
15:8
STATUSB
23:16
31:24
7:0 ADC TC2 TC1 TCO SERCOM2 | SERCOM1 | SERCOMO EVSYS
15:8 TRAM OPAMP CCL TRNG PTC DAC
STATUSC
23:16
31:24
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........... continued

ome | Name JEeres ] 7|0 s | e ]2 | | o

0x40

0x53

0x54

0x58

0x5C

15.7

Reserved
7:0 GCLK SUPC OSC3fKCTR OSCCTRL RSTC MCLK PM PAC
NONSECA 15:8 AC PORT FREQM EIC RTC WDT
23:16
31:24
7:0 HMATRIXHS DMAC NVMCTRL DSU IDAU
15:8
NONSECB
23:16
31:24
7:0 ADC TC2 TC1 TCO SERCOM2 | SERCOM!1 SERCOMO EVSYS
NONSEGC 15:8 TRAM OPAMP CCL TRNG PTC DAC
23:16
31:24

Register Description

Registers can be 8, 16, or 32 bits wide. Atomic 8-, 16- and 32-bit accesses are supported. In addition, the 8-bit
quarters and 16-bit halves of a 32-bit register, and the 8-bit halves of a 16-bit register can be accessed directly.

Some registers are optionally write-protected by the Peripheral Access Controller (PAC). Optional PAC write-
protection is denoted by the "PAC Write-Protection" property in each individual register description. For details, refer
to the related links.

On SAM L11 devices, the Mix-Secure peripheral has different types of registers (Non-Secure, Secure, Write-
Secure, Mix-Secure, and Write-Mix-Secure) with different access permissions for each bitfield. Refer to Mix-Secure
Peripherals for more details. In the following register descriptions, the access permissions are specified as shown in
the following figure.

Bit 7 6 5 4 3 2 1 0
CMDI7:0]
Access R/-IRW R/-/RW R/-IRW R/-IRW R/-/RW R/-/RW R/-IRW R/-/RW

TrustZone Non-Protected Devices Access
TrustZone Protected Devices Non-Secure Access
TrustZone Protected Devices Secure Access
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15.7.1  Write Control
Name: WRCTRL
Offset: 0x00
Reset: 0x00000000
Property: Mix-Secure
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
KEY[7:0]
Access RW/RW/RW RW/RW/RW RW/RW/RW RW/RW/RW RW/RW/RW RW/RW/RW RW/RW/RW RW/RW/RW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 " 10 9 8
PERID[15:8]
Access RW/RW/RW RW/RW/RW RW/RW/RW RW/RW/RW RW/RW/RW RW/RW/RW RW/RW/RW RW/RW/RW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
PERID[7:0]

Access RW/RW/RW  RW/RW/RW  RW/RW/RW  RW/RW/RW  RW/RW/RW  RW/RW/RW  RW/RW/RW  RW/RW/RW
Reset 0 0 0 0 0 0 0 0

Bits 23:16 — KEY[7:0] Peripheral Access Control Key
These bits define the peripheral access control key:

Value Name Description

0x0 OFF No action

0x1 CLEAR Clear the peripheral write control

0x2 SET Set the peripheral write control

0x3 LOCK Set and lock the peripheral write control until the next hardware reset

Bits 15:0 — PERID[15:0] Peripheral Identifier

The PERID represents the peripheral whose control is changed using the WRCTRL.KEY. The Peripheral Identifier is
calculated by the following formula:

PERID = 32* BridgeNumber + N

Where BridgeNumber represents the Peripheral Bridge Number (0 for Peripheral Bridge A, 1 for Peripheral Bridge B,
etc.). N represents the peripheral index from the respective Peripheral Bridge Number, which can be retrieved in the
Peripherals Configuration Summary table:

Table 15-2. PERID Values

Peripheral Bridge Name BridgeNumber PERID Values

A 0 0+N
B 1 32+N
C 2 64+N
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15.7.2 Event Control

Name: EVCTRL
Offset: 0x04
Reset: 0x00

Property: PAC Write-Protection, Secure

Bit 7 6 5 4 3 2 1 0
ERREO
Access RW/-/RW
Reset 0

Bit 0 — ERREO Peripheral Access Error Event Output
This bit indicates if the Peripheral Access Error Event Output is enabled or disabled. When enabled, an event will be
generated when one of the interrupt flag registers bits INTFLAGAHB, INTFLAGN) is set:

Value Description

0 Peripheral Access Error Event Output is disabled.
1 Peripheral Access Error Event Output is enabled.
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15.7.3 Interrupt Enable Clear

Name: INTENCLR
Offset: 0x08
Reset: 0x00

Property: PAC Write-Protection, Secure

This register allows the user to disable an interrupt without doing a read-modify-write operation. Changes in this
register will also be reflected in the Interrupt Enable Set register INTENSET).

Bit 7 6 5 4 3 2 1 0
| | | | | | ERR
Access RW/-/RW
Reset 0

Bit 0 — ERR Peripheral Access Error Interrupt Disable

This bit indicates that the Peripheral Access Error Interrupt is enabled and an interrupt request will be generated
when one of the interrupt flag registers bits (INTFLAGAHB, INTFLAGN) is set:

Writing a '0' to this bit has no effect.

Writing a '1' to this bit will clear the Peripheral Access Error interrupt Enable bit and disables the corresponding
interrupt request.

Value Description

0 Peripheral Access Error interrupt is disabled.
1 Peripheral Access Error interrupt is enabled.
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15.7.4 Interrupt Enable Set

Name: INTENSET
Offset: 0x09
Reset: 0x00

Property: PAC Write-Protection, Secure

This register allows the user to enable an interrupt without doing a read-modify-write operation. Changes in this
register will also be reflected in the Interrupt Enable Set register INTENCLR).

Bit 7 6 5 4 3 2 1 0
| | | | | | ERR
Access RW/-/RW
Reset 0

Bit 0 — ERR Peripheral Access Error Interrupt Enable

This bit indicates that the Peripheral Access Error Interrupt is enabled and an interrupt request will be generated
when one of the interrupt flag registers bits (INTFLAGAHB, INTFLAGN) is set:

Writing a '0' to this bit has no effect.

Writing a '1' to this bit will set the Peripheral Access Error interrupt Enable bit and enables the corresponding interrupt

request.
Value Description
0 Peripheral Access Error interrupt is disabled.
1 Peripheral Access Error interrupt is enabled.
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15.7.5 AHB Client Bus Interrupt Flag Status and Clear

Name: INTFLAGAHB
Offset: 0x10
Reset: 0x000000

Property:  Secure

This flag is cleared by writing a '1' to the flag.

This flag is set when an access error is detected by the CLIENT n, and will generate an interrupt request if
INTENCLR/SET.ERR is "1".

Writing a '0' to this bit has no effect.
Writing a '1' to this bit will clear the corresponding INTFLAGAHB interrupt flag.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
BROM HSRAMDSU | HSRAMDMAC | HSRAMCPU APBC APBB APBA FLASH
Access RW/-/RW RW/-/RW RW/-/RW RW/-/RW RW/-/RW RW/-/RW RW/-/RW RW/-/RW
Reset 0 0 0 0 0 0 0 0

Bit 7 — BROM Interrupt Flag for Boot ROM

Bit 6 - HSRAMDSU Interrupt Flag for CLIENT HS SRAM Port 2 - DSU Access

Bit 5— HSRAMDMAC Interrupt Flag for CLIENT HS SRAM Port 1 - DMAC Access
Bit 4 - HSRAMCPU Interrupt Flag for CLIENT HS SRAM Port 0 - CPU Access

Bit 3 — APBC Interrupt Flag for CLIENT AHB-APB Bridge C

Bit 2 — APBB Interrupt Flag for CLIENT AHB-APB Bridge B

Bit 1 — APBA Interrupt Flag for CLIENT AHB-APB Bridge A

Bit 0 — FLASH Interrupt Flag for CLIENT FLASH
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15.7.6  Peripheral Interrupt Flag Status and Clear A
Name: INTFLAGA
Offset: 0x14
Reset: 0x000000
Property:  Secure
This flag is cleared by writing a one to the flag.
This flag is set when a Peripheral Access Error occurs while accessing the peripheral associated with the respective
INTFLAGA bit, and will generate an interrupt request if INTENCLR/SET.ERR is one.
Writing a '0' to this bit has no effect.
Writing a '1' to this bit will clear the corresponding INTFLAGA interrupt flag.
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
AC PORT FREQM EIC RTC WDT
Access RW/-/RW RW/-/RW RW/-/RW RW/-/RW RW/-/RW RW/-/RW
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
GCLK SUPC OSC32KCTRL| OSCCTRL RSTC MCLK PM PAC
Access RW/-/RW RWI/-/RW RW/-/RW RW/-/IRW RWI/-/RW RWI/-/IRW RWI/-/RW RW/-/RW
Reset 0 0 0 0 0 0 0 0
Bit 13 — AC Interrupt Flag for AC
Bit 12 — PORT Interrupt Flag for PORT
Bit 11 — FREQM Interrupt Flag for FREQM
Bit 10 — EIC Interrupt Flag for EIC
Bit 9 — RTC Interrupt Flag for RTC
Bit 8 — WDT Interrupt Flag for WDT
Bit 7 — GCLK Interrupt Flag for GCLK
Bit 6 — SUPC Interrupt Flag for SUPC
Bit 5 — OSC32KCTRL Interrupt Flag for OSC32KCTRL
Bit 4 — OSCCTRL Interrupt Flag for OSCCTRL
Bit 3 — RSTC Interrupt Flag for RSTC
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Bit 2 - MCLK Interrupt Flag for MCLK
Bit 1 — PM Interrupt Flag for PM

Bit 0 — PAC Interrupt Flag for PAC
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15.7.7

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Peripheral Interrupt Flag Status and Clear B

Name:
Offset:
Reset:
Property:

This flag is cleared by writing a '1' to the flag.

INTFLAGB

0x18

0x000000

Secure

This flag is set when a Peripheral Access Error occurs while accessing the peripheral associated with the respective
INTFLAGB bit, and will generate an interrupt request if INTENCLR/SET.ERR is '1".

Writing a '0' to this bit has no effect.
Writing a '1' to this bit will clear the corresponding INTFLAGB interrupt flag.

31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
Reserved DMAC NVMCTRL DSU | IDAU
RW/-/RW RW/-/RW RW/-/RW RW/-/RW RW/-/RW
0 0 0 0 0
Bit 4 — Reserved Reserved
Bit 3 - DMAC Interrupt Flag for DMAC
Bit 2 — NVMCTRL Interrupt Flag for NVMCTRL
Bit 1 — DSU Interrupt Flag for DSU
Bit 0 — IDAU Interrupt Flag for IDAU
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15.7.8  Peripheral Interrupt Flag Status and Clear C
Name: INTFLAGC
Offset: 0x1C
Reset: 0x000000
Property:  Secure
This flag is cleared by writing a one to the flag.
This flag is set when a Peripheral Access Error occurs while accessing the peripheral associated with the respective
INTFLAGC bit, and will generate an interrupt request if INTENCLR/SET.ERR is one.
Writing a zero to this bit has no effect.
Writing a one to this bit will clear the corresponding INTFLAGC interrupt flag.
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
TRAM OPAMP CCL TRNG PTC DAC
Access RW/-/RW RW/-/RW RW/-/RW RW/-/RW RW/-/RW RW/-/RW
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
ADC TC2 TC1 TCO SERCOM2 SERCOM1 SERCOMO EVSYS
Access RW/-/RW RWI/-/RW RW/-/RW RW/-/IRW RWI/-/RW RWI/-/IRW RWI/-/RW RW/-/RW
Reset 0 0 0 0 0 0 0 0

Bit 13 — TRAM Interrupt Flag for TRAM

Bit 12 — OPAMP |Interrupt Flag for OPAMP

Bit 11 — CCL Interrupt Flag for CCL

Bit 10 — TRNG Interrupt Flag for TRNG

Bit 9 — PTC Interrupt Flag for PTC

Bit 8 - DAC Interrupt Flag for DAC

Bit 7 — ADC Interrupt Flag for ADC

Bits 4, 5, 6 — TC Interrupt Flag for TCn [n = 2..0]

Bits 1, 2, 3 - SERCOM Interrupt Flag for SERCOMn [n = 2..0]

Bit 0 — EVSYS Interrupt Flag for EVSYS
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15.7.9 Peripheral Write Protection Status A

Name: STATUSA
Offset: 0x34
Reset: 0x0000C000

Property: Mix-Secure

Reading STATUSA register returns peripheral write protection status:

0 Peripheral is not write protected.

1 Peripheral is write protected.

Important: For SAM L11 Non-Secure accesses, read accesses (R*) are allowed only if the peripheral
security attribution for the corresponding peripheral is set as Non-Secured in the NONSECKx register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 " 10 9 8
AC PORT | FREQM | EIC RTC WDT
Access R/R*/R R/R*/R R/R*/R R/R*/R R/R*/R R/R*/R
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
GCLK SUPC OSC32KCTRL| OSCCTRL RSTC MCLK PM PAC
Access R/R*/R R/R*/R R/R*/R R/R*/R R/R*/R R/R*/R R/R*/R R/R*/R
Reset 0 0 0 0 0 0 0 0

Bit 13 — AC Peripheral AC Write Protection Status

Bit 12 — PORT Peripheral PORT Write Protection Status
Bit 11 — FREQM Peripheral FREQM Write Protection Status
Bit 10 — EIC Peripheral EIC Write Protection Status

Bit 9 — RTC Peripheral RTC Write Protection Status

Bit 8 - WDT Peripheral WDT Write Protection Status

Bit 7 — GCLK Peripheral GCLK Write Protection Status

Bit 6 — SUPC Peripheral SUPC Write Protection Status
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Bit 5 — OSC32KCTRL Peripheral OSC32KCTRL Write Protection Status
Bit 4 — OSCCTRL Peripheral OSCCTRL Write Protection Status

Bit 3 — RSTC Peripheral RSTC Write Protection Status

Bit 2 - MCLK Peripheral MCLK Write Protection Status

Bit 1 — PM Peripheral PM Write Protection Status

Bit 0 — PAC Peripheral PAC Write Protection Status
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15.7.10 Peripheral Write Protection Status B

Name: STATUSB
Offset: 0x38
Reset: 0x00000002

Property: Mix-Secure

Reading the STATUSB register returns the peripheral write protection status:

0 Peripheral is not write protected.

1 Peripheral is write protected.

Important: For SAM L11 Non-Secure accesses, read accesses (R*) are allowed only if the peripheral
security attribution for the corresponding peripheral is set as Non-Secured in the NONSECKx register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
Reserved DMAC NVMCTRL DSU IDAU
Access R/R*/R R/R*/R R/R*/R R/R*/R R/R*/R
Reset 0 0 0 0 0

Bit 4 — Reserved Reserved

Bit 3 — DMAC Peripheral DMAC Write Protection Status

Bit 2 - NVMCTRL Peripheral NVMCTRL Write Protection Status
Bit 1 — DSU Peripheral DSU Write Protection Status

Bit 0 — IDAU Peripheral IDAU Write Protection Status
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15.7.11 Peripheral Write Protection Status C

Name: STATUSC
Offset: 0x3C
Reset: 0x000000

Property: Mix-Secure

Reading the STATUSC register returns the peripheral write protection status:

0 Peripheral is not write protected.

1 Peripheral is write protected.

Important: For SAM L11 Non-Secure accesses, read accesses (R*) are allowed only if the peripheral
security attribution for the corresponding peripheral is set as Non-Secured in the NONSECKx register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1 10 9 8
TRAM OPAMP CCL TRNG PTC DAC
Access R/R*/R R/R*/R R/R*/R R/R*/R R/R*/R R/R*/R
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
ADC TC2 TC1 TCO SERCOM2 SERCOM1 SERCOMO EVSYS
Access R/R*/R R/R*/R R/R*/R R/R*/R R/R*/R R/R*/R R/R*/R R/R*/R
Reset 0 0 0 0 0 0 0 0

Bit 13 - TRAM Peripheral TRAM Write Protection Status
Bit 12 — OPAMP Peripheral OPAMP Write Protection Status
Bit 11 — CCL Peripheral CCL Write Protection Status

Bit 10 —- TRNG Peripheral TRNG Write Protection Status
Bit 9 — PTC Peripheral PTC Write Protection Status

Bit 8 — DAC Peripheral DAC Write Protection Status

Bit 7 — ADC Peripheral ADC Write Protection Status

Bits 4, 5, 6 — TC Peripheral TCn Write Protection Status [n = 2..0]
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Bits 1, 2, 3 — SERCOM Peripheral SERCOMn Write Protection Status [n = 2..0]

Bit 0 — EVSYS Peripheral EVSYS Write Protection Status
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15.7.12 Peripheral Non-Secure Status - Bridge A

Name: NONSECA
Offset: 0x54
Reset: x initially determined from NVM User Row after reset

Property: Write-Secure

This register is loaded from UROW at boot.

Important: This register is only available for SAM L11 and has no effect for SAM L10.

Reading NONSEC register returns peripheral security attribution status:

0 Peripheral is secured.
1 Peripheral is non-secured.
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 " 10 9 8
AC PORT | FREQM | EIC RTC WDT
Access R/R/R R/R/R R/R/R R/R/R R/R/IR R/R/R
Reset X X X X X X
Bit 7 6 5 4 3 2 1 0
GCLK SUPC OSC32KCTRL| OSCCTRL RSTC MCLK PM PAC
Access R/R/R R/R/R R/R/R R/R/R R/R/R R/R/R R/R/R R/R/R
Reset X X X X X X X X

Bit 13 — AC Peripheral AC Non-Secure

Bit 12 — PORT Peripheral PORT Non-Secure
Bit 11 — FREQM Peripheral FREQM Non-Secure
Bit 10 — EIC Peripheral EIC Non-Secure

Bit 9 — RTC Peripheral RTC Non-Secure

Bit 8 — WDT Peripheral WDT Non-Secure

Bit 7 — GCLK Peripheral GCLK Non-Secure

Bit 6 — SUPC Peripheral SUPC Non-Secure
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Bit 5 — OSC32KCTRL Peripheral OSC32KCTRL Non-Secure
Bit 4 — OSCCTRL Peripheral OSCCTRL Non-Secure

Bit 3 - RSTC Peripheral RSTC Non-Secure

Bit 2 - MCLK Peripheral MCLK Non-Secure

Bit 1 — PM Peripheral PM Non-Secure

Bit 0 — PAC Peripheral PAC Non-Secure
The PAC Peripheral is always secured.
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15.7.13 Peripheral Non-Secure Status - Bridge B

Name: NONSECB
Offset: 0x58
Reset: x initially determined from NVM User Row after reset

Property: Write-Secure

This register is loaded from UROW at boot.

Important: This register is only available for SAM L11 and has no effect for SAM L10.

Reading NONSEC register returns peripheral security attribution status:

0 Peripheral is secured.
1 Peripheral is non-secured.
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
HMATRIXHS DMAC NVMCTRL DSU IDAU
Access R/R/R R/R/R R/R/R R/R/R R/R/R
Reset X X 0 1 0

Bit 4 —- HMATRIXHS Peripheral HMATRIXHS Non-Secure
Bit 3 — DMAC Peripheral DMAC Non-Secure

Bit 2 - NVMCTRL Peripheral NVMCTRL Non-Secure
The NVMCTRL Peripheral is always secured.

Bit 1 — DSU Peripheral DSU Non-Secure
The DSU Peripheral is always non-secured.

Bit 0 — IDAU Peripheral IDAU Non-Secure
The IDAU Peripheral is always secured.
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15.7.14 Peripheral Non-Secure Status - Bridge C

Name:
Offset:
Reset:
Property:

This register is loaded from UROW at boot.

Reading NONSEC register returns peripheral Security Attribution status:

NONSECC

0x5C

x initially determined from NVM User Row after reset
Write-Secure

Important: This register is only available for SAM L11 and has no effect for SAM L10.

0 Peripheral is secured.
1 Peripheral is non-secured.
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1 10 9 8
TRAM OPAMP CCL TRNG PTC DAC
Access R/R/R R/R/R R/R/R R/R/R R/R/R R/R/R
Reset X X X X X X
Bit 7 6 5 4 3 2 1 0
ADC TC2 TC1 TCO SERCOM2 SERCOM1 SERCOMO EVSYS
Access R/R/R R/R/R R/R/R R/R/R R/R/R R/R/R R/R/IR R/R/R
Reset X X X X X X X X
Bit 13 — TRAM Peripheral TRAM Non-Secure
Bit 12 —- OPAMP Peripheral OPAMP Non-Secure
Bit 11 — CCL Peripheral CCL Non-Secure
Bit 10 —- TRNG Peripheral TRNG Non-Secure
Bit 9 — PTC Peripheral PTC Non-Secure
Bit 8 — DAC Peripheral DAC Non-Secure
Bit 7 — ADC Peripheral ADC Non-Secure
Bits 4, 5, 6 — TC Peripheral TCn Non-Secure [n = 2..0]
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Bits 1, 2, 3 — SERCOM Peripheral SERCOMn Non-Secure [n = 2..0]

Bit 0 — EVSYS Peripheral EVSYS Non-Secure
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Device Service Unit (DSU)

Overview

The Device Service Unit (DSU) provides a means to detect debugger probes. This enables the ARM Debug Access
Port (DAP) to have control over multiplexed debug pads and CPU reset. The DSU also provides system-level
services to debug adapters in an ARM debug system. It implements a CoreSight Debug ROM that provides device
identification as well as identification of other debug components within the system. Hence, it complies with the ARM
Peripheral Identification specification. The DSU also provides system services to applications that need memory
testing, as required for IEC60730 Class B compliance, for example. The DSU can be accessed simultaneously by

a debugger and the CPU, as it is connected on the High-Speed Bus Matrix. It implements communication channels
between the device and external tools which can be used at boot time to make use of Boot ROM services. For
security reasons, some of the DSU features will be limited or unavailable when the Debug Access Level (DAL) is less
than 0x2.

Related Links

30. NVMCTRL — Nonvolatile Memory Controller

Features
* CPU reset extension
» Debugger probe detection (Cold- and Hot-Plugging)
» 32-bit cyclic redundancy check (CRC32) of any memory accessible through the bus matrix
«  ARM® CoreSight™ compliant device identification
» Two debug communications channels
* Two Boot communications channels
» Debug access port security filter
* Onboard memory built-in self-test (MBIST)
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Block Diagram
Figure 16-1. DSU Block Diagram
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SWCLK . INTERFACE cpu_reset_extension

CORESIGHT ROM < >ﬂ NVMCTRL
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Signal Description
The DSU uses three signals to function.

RESET Digital Input External reset
SWCLK Digital Input SW clock
SWDIO Digital I/O SW bidirectional data pin

Product Dependencies
In order to use this peripheral, other parts of the system must be configured correctly, as described below.

/0 Lines

The SWCLK pin is by default assigned to the DSU module to allow debugger probe detection and to stretch the CPU
reset phase. For more information, refer to 16.6.3 Debugger Probe Detection. The Hot-Plugging feature depends on
the PORT configuration. If the SWCLK pin function is changed in the PORT or if the PORT_MUX is disabled, the
Hot-Plugging feature is disabled until a power-reset or an external reset is performed.

Power Management
The DSU will continue to operate in Idle mode.

Related Links
22. PM — Power Manager
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Clocks

The DSU bus clocks (CLK_DSU_APB and CLK_DSU_AHB) can be enabled and disabled by the Main Clock
Controller.

Related Links

22. PM — Power Manager

19. MCLK — Main Clock

19.6.2.6 Peripheral Clock Masking

DMA

The DMA request lines are connected to the DMA Controller (DMAC). To use DMA requests with this peripheral,
the DMAC must be configured first. Refer to 28. DMAC — Direct Memory Access Controller for details. The
CFG.DCCDMALEVEL bitfield must be configured depending on the DMA channels access modes (read or write
for DCCO and DCCH1).

Interrupts
Not applicable.

Events
Not applicable.

Register Access Protection

Registers with write-access can be optionally write-protected by the Peripheral Access Controller (PAC), except for
the following:

» Debug Communication Channel 0 register (DCCO0)
* Debug Communication Channel 1 register (DCC1)
*  Boot Communication Channel 0 register (BCCO)
*  Boot Communication Channel 1 register (BCC1)

Note: Optional write-protection is indicated by the "PAC Write-Protection" property in the register description.

Write-protection does not apply for accesses through an external debugger.

Related Links
15. PAC - Peripheral Access Controller

SAM L11 TrustZone-Specific Register Access Protection
On SAM L11 devices, this peripheral is always Non-Secured which means:

» Secure access is granted
* Non-Secure access is discarded (Write is ignored, read 0x0) and a PAC error is triggered

Refer to Peripherals Security Attribution for more information.

Analog Connections
Not applicable.

Debug Operation

Principle of Operation
The DSU provides basic services to allow on-chip debug using the Arm Debug Access Port and the ARM processor
debug resources:

* CPU reset extension

« Debugger probe detection
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¢ Boot Communication Channels

For more details on the ARM debug components, refer to the ARM Debug Interface v5 Architecture Specification.

CPU Reset Extension

“CPU reset extension” refers to the extension of the reset phase of the CPU core after the external reset is

released. This ensures that the CPU is not executing code at startup while a debugger connects to the system.

It is detected on a RESET release event when SWCLK is low. At startup, SWCLK is internally pulled up to avoid
false detection of a debugger if SWCLK is left unconnected. When the CPU is held in the reset extension phase,

the CPU Reset Extension bit of the Status A register (STATUSA.CRSTEXT) is set. To release the CPU, write a '1'

to STATUSA.CRSTEXT. STATUSA.CRSTEXT will then be set to zero. Writing a '0' to STATUSA.CRSTEXT has no
effect. Releasing the "CPU reset extension" is possible for all DAL levels. The CPU then executes the Boot ROM that
offers basic failure analysis services and security checks. It is not possible to access the bus system until the Boot
ROM has performed these security checks.

Note: Referto 14. Boot ROM for more information.

Figure 16-2. Typical CPU Reset Extension Set and Clear Timing Diagram
SWCLK [ S Y S

RESET

DSU CRSTEXT
Clear

N

CPU reset

extension

CPU_STATE reset X running

Debugger Probe Detection

Cold Plugging

Cold-Plugging is the detection of a debugger when the system is in reset. Cold-Plugging is detected when the CPU
reset extension is requested, as described above.

Hot Plugging

Hot-Plugging is the detection of a debugger probe when the system is not in reset. Hot-Plugging is not possible
under reset because the detector is reset when POR or RESET are asserted. Hot-Plugging is active when a SWCLK
falling edge is detected. The SWCLK pad is multiplexed with other functions and the user must ensure that its
default function is assigned to the debug system. If the SWCLK function is changed, the Hot-Plugging feature is
disabled until a power-reset or external reset occurs. Availability of the Hot-Plugging feature can be read from the
Hot-Plugging Enable bit of the Status B register (STATUSB.HPE).
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Figure 16-3. Hot-Plugging Detection Timing Diagram
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Hot-Plugging []

The presence of a debugger probe is detected when either Hot-Plugging or Cold-Plugging is detected. Once
detected, the Debugger Present bit of the Status B register (STATUSB.DBGPRES) is set. For security reasons,
Hot-Plugging is not available when DAL equals to 0xO0.

This detection requires that pads are correctly powered. Thus, at cold startup, this detection cannot be done until
POR is released. If DAL equals 0x0, Cold-Plugging is the only way to detect a debugger probe, and so the external
reset timing must be longer than the POR timing. If external reset is de-asserted before POR release, the user must
retry the procedure above until it gets connected to the device.

Related Links

30. NVMCTRL — Nonvolatile Memory Controller

Boot Communication Channels

Boot Communication Channels allow communication between a debug adapter and the CPU executing the Boot
ROM at startup. The Boot ROM implements system level commands. Refer to 14. Boot ROM for more information.

Programming

Programming the Flash or RAM memories is only possible when the debugger access level is sufficient to access the
desired resource:

If DAL is equal to:

* 0x2: debugger can access secured and non-secure areas

* 0x1 (SAM L11 only): debugger can access only non-secure areas, refer to Table 16-4.

» 0x0: debugger can only access the DSU external address space making it possible to communicate with the

Boot ROM after reset.
A typical programming procedure when DAL=0x2 is as follows:

1. At power up, RESET is driven low by a debugger. The on-chip regulator holds the system in a POR state
until the input supply is above the POR threshold. The system continues to be held in this static state until the
internally regulated supplies have reached a safe operating state.

2. The Power Manager (PM) starts, clocks are switched to the slow clock (Core Clock, System Clock, Flash
Clock and any Bus Clocks that do not have clock gate control). Internal resets are maintained due to the
external reset.

3. The debugger maintains a low level on SWCLK. RESET is released, resulting in a debugger Cold-Plugging
procedure.

4. The debugger generates a clock signal on the SWCLK pin, the Debug Access Port (DAP) receives a clock.

5. The CPU executes the Boot ROM.

6. Itis recommended to issue a Chip-Erase (supported by the Boot ROM) to ensure that the Flash is fully erased
prior to programming.

7. If the operation issued above was accepted and has completed successfully then DAL equals 0x2 thus
programming is available through the AHB-AP.
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8. After the operation is completed, the chip can be restarted either by asserting RESET, toggling power, or
sending a command to the Boot ROM to jump to the NVM code. Make sure that the SWCLK pin is high when
releasing RESET to prevent entering again the cold-plugging procedure with the Boot ROM stalling the CPU.

Related Links
30. NVMCTRL — Nonvolatile Memory Controller

Security Enforcement
Security enforcement aims at protecting intellectual property, which includes:
» Restricts access to internal memories from external tools depending on the debugger access level.

» Restricts access to a portion of the DSU address space from non-secure AHB hosts depending on the debugger
access level.

The DAL setting can be locked or reverted using Boot ROM commands depending on the Boot ROM user
configuration. When DAL is equal to 0x0, read/write accesses using the AHB-AP are limited to the DSU external
address range and DSU commands are restricted. When issuing a Boot ROM Chip-Erase, sensitive information is
erased from volatile memory and Flash. Refer to 14. Boot ROM more information about the Boot ROM features.

The DSU implements a security filter that monitors the AHB transactions generated by the ARM AHB-AP inside the
DAP. If DAL=0x0, then AHB-AP read/write accesses outside the DSU external address range are discarded, causing
an error response that sets the ARM AHB-AP sticky error bits (refer to the "ARM Debug Interface v5 Architecture
Specification", which is available for download at www.arm.com).

For security reasons, DSU features have limitations when used from a debug adapter. To differentiate external
accesses from internal ones, the first 0x100 bytes of the DSU register map have been replicated at offset 0x100:
* The first 0x100 bytes form the internal address range
» The next Ox1F00 bytes form the external address range

When the device is protected, the DAP can only issue MEM-AP accesses in the DSU address range limited to the
0x100- 0x2000 offset range.

The DSU operating registers are located in the 0x00-OxFF area and mirrored to 0x100-0Ox1FF to differentiate
accesses coming from a debugger and the CPU. If the device is protected and an access is issued in the region
0x100-0x1FF, it is subject to security restrictions. For more information, refer to the table, Feature Availability Under
Protection.
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Figure 16-4. APB Memory Mapping

0x0000
DSU operating Internal address range
registers (cannot be accessed from debug tools when STATUSB.DAL<0x2
and cannot be accessed by a non-secure AHB host)
0x00FF
0x0100
Mirrored
DSU operating
registers
O0x01FF
Empty External address range
(can be accessed from debug tools with some restrictions,
can be accessed by a non-secure AHB host)
0x1000
DSU CoreSight
ROM
Ox1FFF

The DSU filters-out DAP transactions depending on the DAL setting and routes DAP transactions:

* In the PPB or IOBUS space to the CPU debug port
» Outside the PPB space and outside the IOBUS space to the DSU host port

Table 16-1. DAP access rights depending on DAL:

DAP access to SAM L11 SAM L10

DAL=0 DAL=1 DAL=2 DAL=0 DAL=2
No Yes No Yes

PPB or IOBUS Yes (see Note 1)

DSU internal address space No No (see Note 2) Yes No Yes
DSU external address space Yes Yes Yes Yes Yes
Other secure areas No No Yes No Yes
Other non-secure areas No Yes Yes No Yes
Notes:

1. Refer to ARMv8-M debug documentation for detailed information on PPB and IOBUS access restrictions.

2. When DAL=1 DAP transfers are always non-secure. The DSU internal address space can only be accessed
by secure hosts.

Some features not activated by APB transactions are not available when the device is protected:
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Table 16-2. Feature Availability Under Protection

Availability when DAL equals to

(1)’
(SAM L11 only)
Yes Yes Yes

CPU Reset Extension

Clear CPU Reset extension Yes Yes Yes
Debugger Cold-Plugging Yes Yes Yes
Debugger Hot-Plugging No Yes Yes

Device Identification

Device identification relies on the ARM CoreSight component identification scheme, which allows the chip to be
identified as a SAM device implementing a DSU. The DSU contains identification registers to differentiate the device.

CoreSight Identification

A system-level ARM® CoreSight™ ROM table is present in the device to identify the vendor and the chip identification
method. Its address is provided in the MEM-AP BASE register inside the ARM Debug Access Port. The CoreSight
ROM implements a 64-bit conceptual ID composed as follows from the PIDO to PID7 CoreSight ROM Table registers:

Figure 16-5. Conceptual 64-bit Peripheral ID

Conceptual 64-bit Perpheral ID
A~

r
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Table 16-3. Conceptual 64-Bit Peripheral ID Bit Descriptions

Fod S et Laasion

JEP-106 CC code 4 Continuation code: 0x0 PID4
JEP-106 ID code |7 Device ID: Ox1F PID1+PID2
4KB count 4 Indicates that the CoreSight component is a ROM: 0x0 PID4
RevAnd 4 Not used; read as 0 PID3
CUSMOD 4 Not used; read as 0 PID3
PARTNUM 12  Contains 0xCDO to indicate that DSU is present PIDO+PID1
REVISION 4 DSU revision (starts at 0x0 and increments by 1 at both major and PID2

minor revisions). Identifies DSU identification method variants. If 0x0, this
indicates that device identification can be completed by reading the Device
Identification register (DID)

For more information, refer to the ARM Debug Interface Version 5 Architecture Specification.

Chip Identification Method
The DSU DID register identifies the device by implementing the following information:
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* Processor identification

* Product family identification
» Product series identification
» Device select

16.10 Functional Description

16.10.1 Principle of Operation

The DSU provides memory services, such as CRC32 or MBIST that require almost the same interface. Hence, the
Address, Length and Data registers (ADDR, LENGTH, DATA) are shared. These shared registers must be configured
first; then a command can be issued by writing the Control register. When a command is ongoing, other commands
are discarded until the current operation is completed. Hence, the user must wait for the STATUSA.DONE bit to be
set prior to issuing another one.

16.10.2 Basic Operation

16.10.2.1 Initialization

The module is enabled by enabling its clocks. For more details, refer to 16.5.3 Clocks. The DSU registers can be
PAC write-protected.

Related Links
15. PAC - Peripheral Access Controller

16.10.2.2 Operation From a Debug Adapter
Debug adapters should access the DSU registers in the external address range [0x100 — Ox1FFF].

If STATUSB.DAL is equal to 0x0, accessing the first 0x100 bytes causes the DSU security filter to return an error to
the DAP.

(SAM L11 only): If STATUSB.DAL is equal to 0x1, debug accesses will go through the DSU security filter but will be
forced as non-secure, therefore the DSU internal address space will not be accessible and any access in this case is
discarded (writes are ignored, reads return 0) and raise STATUSA.PERR.

Table 16-4. DAP transaction authorizations and error response types

DAL Debugger Access Type DAP transaction allowed?

DSU internal address DSU external address Other than PPB PPB
space space

0 Secure No (Bus Error) Yes No (Bus Error) No (Bus Error)
0 Non-Secure No (Bus Error) Yes No (Bus Error) No (Bus Error)
1 Secure No (PERR) Yes Yes (NS,PERR) Yes (ARMv8M)

(SAM L11 only)

1 Non-Secure No (PERR) Yes Yes (NS,PERR) Yes (ARMv8M)
(SAM L11 only)

2 Secure Yes Yes Yes Yes

2 Non-Secure No (PERR) Yes Yes Yes

Bus Error: A Bus Error is sent back to the DAP setting its sticky bit error.

PERR: No bus error, STATUSA.PERR rises, writes are discarded, reads always return 0
NS, PERR: Access forced to non-secure, secure violations are reported in STATUSA.PERR.
Note: Refer to the ARM Debug Interface Architecture Specification for details.

Related Links
30. NVMCTRL — Nonvolatile Memory Controller
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16.10.2.3 Operation From the CPU

16.10.3

16.10.3.1

Only secure hosts can access the DSU internal address space. Attempting to access the internal address space from
a non-secure AHB host will report a PAC error, such accesses are discarded. The external address space can be
accessed by either secure or non-secure AHB hosts. The user should access DSU registers in the internal address
range (0x0 — OxFF) to avoid external security restrictions. Refer to 16.8 Security Enforcement.

32-bit Cyclic Redundancy Check CRC32
The DSU unit provides support for calculating a cyclic redundancy check (CRC32) value for a memory area
(including Flash and AHB RAM).
When the CRC32 command is issued from:
» The internal range from a secure AHB host, the CRC32 can be operated at any memory location
* The external range, the CRC32 operation is not available

The algorithm employed is the industry standard CRC32 algorithm using the generator polynomial 0OXEDB88320
(reversed representation).

Starting CRC32 Calculation
CRC32 calculation for a memory range is started after writing the start address into the Address register (ADDR) and
the size of the memory range into the Length register (LENGTH). Both must be word-aligned.

The initial value used for the CRC32 calculation must be written to the Data register (DATA). This value will usually be
OxFFFFFFFF, but can be, for example, the result of a previous CRC32 calculation if generating a common CRC32 of
separate memory blocks.

Once completed, the calculated CRC32 value can be read out of the Data register. The read value must be
complemented to match standard CRC32 implementations or kept non-inverted if used as starting point for
subsequent CRC32 calculations.

The actual test is started by writing a '1" in the 32-bit Cyclic Redundancy Check bit of the Control register
(CTRL.CRC). A running CRC32 operation can be canceled by resetting the module (writing '1' to CTRL.SWRST).

Related Links
30. NVMCTRL — Nonvolatile Memory Controller

16.10.3.2 Interpreting the Results

16.10.4

The user should monitor the Status A register. When the operation is completed, STATUSA.DONE is set. Then the
Bus Error bit of the Status A register (STATUSA.BERR) must be read to ensure that no bus error occurred.

Debug Communication Channels

The Debug Communication Channels (DCCO and DCC1) consist of a pair of registers with associated handshake
logic, accessible by both CPU and debugger with no security restriction. The registers can be used to exchange data
between the CPU and the debugger, during run time as well as in debug mode. This enables the user to build a
custom debug protocol using only these registers.

The DCCO and DCC1 registers are always accessible from the external address space. When the device starts with
the cold-plugging procedure, a specific Boot ROM command is needed to exit the Boot ROM main routine.

Important: This command is allowed only when DAL=0x2, otherwise the device must be reset to leave
the cold plugging state to let the CPU exit the Boot ROM routine and execute the user code.

Two Debug Communication Channel status bits in the Status B registers (STATUS.DCCDx) indicate whether a new
value has been written in DCCO or DCC1. These bits, DCCOD and DCC1D, are located in the STATUSB registers.
They are automatically set on write and cleared on read.

Note: The DCCO and DCCH1 registers are shared with the on-board memory testing logic (MBIST). Accordingly,
DCCO0 and DCC1 must not be used while performing MBIST operations.

Note: The DCCO and DCCH1 registers are shared with the BCCO0 and BCC1 registers therefore mixing DCC and
BCC communication is not recommended.
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Related Links
30. NVMCTRL — Nonvolatile Memory Controller

Boot Communication Channels

The Boot Communication Channels (BCCO and BCC1) consist of a pair of registers with associated handshake logic,
accessible by both CPU and debugger with no security restriction. The registers are intended to communicate with
the CPU while executing the Boot ROM which implements security and failure analysis commands and therefore
must not be used for another purpose.

Note: The BCCO and BCC registers values are not reset except in case of POR or BOD resets.

Two Boot Communication Channel status bits in the Status B registers (STATUS.BCCDx) indicate whether a new
value has been written in BCCO or BCC1. These bits, BCCDO0 and BCCD1, are located in the STATUSB registers.
They are automatically set on write and cleared on read.

Note: The DCCO and DCCH1 registers are shared with the BCCO and BCC1 registers therefore using DCC is not
recommended while the Boot ROM is being executed.

Testing of On-Board Memories MBIST

The DSU implements a feature for automatic testing of memory also known as MBIST (memory built-in self test). This
is primarily intended for production test of on-board memories. MBIST cannot be operated from the external address
range when DAL<0x2. If an MBIST command is issued when the device is protected, it is filtered-out, a protection
error is reported in the Protection Error bit in the Status A register (STATUSA.PERR) and STATUSA.DONE don't rise.

1. Algorithm
The algorithm used for testing is a type of March algorithm called "March LR". This algorithm is able to detect
a wide range of memory defects, while still keeping a linear run time. The algorithm is:

1.1. Write entire memory to '0', in any order.

1.2. Bit for bit read '0', write '1', in descending order.

1.3. Bit for bit read '1', write '0', read '0', write '1', in ascending order.
1.4. Bit for bit read '1', write '0', in ascending order.

1.5. Bit for bit read '0'", write '1', read '1', write '0', in ascending order.
1.6. Read '0' from entire memory, in ascending order.

The specific implementation used has a run time which depends on the CPU clock frequency and the number
of bytes tested in the RAM. The detected faults are:

— Address decoder faults

— Stuck-at faults

— Transition faults

— Coupling faults

— Linked Coupling faults
2. Starting MBIST

To test a memory, you need to write the start address of the memory to the ADDR.ADDR bit field, and the size
of the memory into the Length register.

For best test coverage, an entire physical memory block should be tested at once. It is possible to test only a
subset of a memory, but the test coverage will then be somewhat lower.

The actual test is started by writing a '1' to CTRL.MBIST. A running MBIST operation can be canceled by
writing a '1' to CTRL.SWRST.

3. Interpreting the Results
The tester should monitor the STATUSA register. When the operation is completed, STATUSA.DONE s set.
There are two different modes:

— ADDR.AMOD=0: exit-on-error (default)
In this mode, the algorithm terminates either when a fault is detected or on successful completion. In both
cases, STATUSA.DONE is set. If an error was detected, STATUSA.FAIL will be set. User then can read
the DATA and ADDR registers to locate the fault.
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— ADDR.AMOD=1: pause-on-error
In this mode, the MBIST algorithm is paused when an error is detected. In such a situation, only
STATUSA.FAIL is asserted. The state machine waits for user to clear STATUSA.FAIL by writing a '1' in
STATUSA.FAIL to resume. Prior to resuming, user can read the DATA and ADDR registers to locate the
fault.
4. Locating Faults
If the test stops with STATUSA.FAIL set, one or more bits failed the test. The test stops at the first detected
error. The position of the failing bit can be found by reading the following registers:

— ADDR: Address of the word containing the failing bit
— DATA: contains data to identify which bit failed, and during which phase of the test it failed. The DATA
register will in this case contains the following bit groups:

Figure 16-6. DATA bits Description When MBIST Operation Returns an Error

Bit 31 30 29 28 27 26 25 24

| | | | | | | | |
Bit 23 22 21 20 19 18 17 16

| | | | | | | | |
Bit 15 14 13 12 11 10 9 8

| | | | | | phase |
Bit 7 6 5 4 3 2 1 0

| | | | bit_index |

» bit_index: contains the bit number of the failing bit
» phase: indicates which phase of the test failed and the cause of the error, as listed in the following table.

Table 16-5. MBIST Operation Phases

N T S

0 Write all bits to zero. This phase cannot fail.
1 Read '0', write '1', increment address

Read '1', write '0'

Read '0', write '1', decrement address

Read '1', write '0', decrement address

Read '0', write '1'

Read '1', write '0', decrement address

~N o o A WN

Read all zeros. bit_index is not used

Table 16-6. AMOD Bit Descriptions for MBIST

0x0 Exit on Error
0x1 Pause on Error
0x2, 0x3 Reserved
© 2021 Microchip Technology Inc. Datasheet DS60001513G-page 128

and its subsidiaries



SAM L10/L11 Family
Device Service Unit (DSU)

Related Links
30. NVMCTRL — Nonvolatile Memory Controller

16.10.7 System Services Availability when Accessed Externally
External access: Access performed in the DSU address offset 0x100-0x1FFF range.

Internal access: Access performed in the DSU address offset 0x0-OxFF range.

Table 16-7. Available Features when Operated From The External Address Range and Device is Protected

Availability From The External Address Range when
DAL<2

CRC32 No
CoreSight Compliant Device identification Yes
Debug communication channels Yes
Boot communication channels Yes
Testing of onboard memories (MBIST) No
Datasheet DS60001513G-page 129
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Register Summary

Com | o

0x00
0x01
0x02
0x03

0x04

0x08

0x0C

0x10

0x14

0x18

0x1C

0x20

0x24

0x28
OXOFFF
0x1000

0x1004

0x1008

7:0 CRC

CTRL MBIST SWRST
STATUSA 7:0 BREXT PERR FAIL BERR CRSTEXT DONE
STATUSB 7:0 BCCD1 BCCDO DCCD1 DCCDO HPE DBGPRES DAL[1:0]
Reserved

7:0 ADDR][5:0] AMODI1:0]

ADDR 15:8 ADDR[13:6]

23:16 ADDR[21:14]
31:24 ADDR[29:22]
7:0 LENGTH[5:0]
LENGTH 15:8 LENGTH[13:6]
23:16 LENGTH[21:14]
31:24 LENGTH[29:22]
7:0 DATA[7:0]
DATA 15:8 DATA[15:8]
23:16 DATA[23:16]
31:24 DATA[31:24]
7:0 DATA[7:0]
15:8 DATA[15:8]
beco 23:16 DATA[23:16]
31:24 DATA[31:24]
7:0 DATA[7:0]
15:8 DATA[15:8]
beet 23:16 DATA[23:16]
31:24 DATA[31:24]
7:0 DEVSEL[7:0]
DID 15:8 DIE[3:0] REVISION[3:0]
23:16 FAMILY[0] SERIESI[5:0]
31:24 PROCESSOR][3:0] FAMILY[4:1]
7:0 DCCDMALEVEL[1:0] LQOSJ[1:0]
15:8
CFG 23:16
31:24
7:0 DATA[7:0]
15:8 DATA[15:8]
BCCo 23:16 DATA[23:16]
31:24 DATA[31:24]
7:0 DATA[7:0]
15:8 DATA[15:8]
BCC 23:16 DATA[23:16]
31:24 DATA[31:24]
Reserved
7:0 FMT EPRES
ENTRYO 15:8 ADDOFF[3:0]
23:16 ADDOFF[11:4]
31:24 ADDOFF[19:12]
7:0 Reserved Reserved
ENTRY1 15:8 Reserved[3:0]
23:16 Reserved[11:4]
31:24 Reserved[19:12]
7:0 END[7:0]
15:8 END[15:8]
END
23:16 END[23:16]
31:24 END[31:24]
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........... continued

omet | Name JEeres] 7 e s e ] |2 | | o

0x100C
0x1FCB

O0x1FCC

0x1FDO

Ox1FD4

O0x1FDF

O0x1FEO

Ox1FE4

Ox1FE8

Ox1FEC

O0x1FFO

Ox1FF4

Ox1FF8

Ox1FFC

16.12

Reserved

7:0 SMEMP
15:8
23:16
31:24
7:0 FKBCI[3:0] JEPCCI[3:0]
15:8
23:16
31:24

MEMTYPE

PID4

Reserved

7:0 PARTNBL[7:0]
15:8
23:16
31:24
7:0 JEPIDCL[3:0] PARTNBH[3:0]
15:8
23:16
31:24
7:0 REVISION[3:0] JEPU JEPIDCHI2:0]
15:8
23:16
31:24
7:0 REVAND[3:0] CUSMODI[3:0]
15:8
23:16
31:24
7:0 PREAMBLEBO[7:0]
15:8
23:16
31:24
7:0 CCLASSJ[3:0] PREAMBLE[3:0]
15:8
23:16
31:24
7:0 PREAMBLEB2[7:0]
15:8
23:16
31:24
7:0 PREAMBLEB3[7:0]
15:8
23:16
31:24

PIDO

PID1

PID2

PID3

CIDO

CID1

CID2

CID3

Register Description

Registers can be 8, 16, or 32 bits wide. Atomic 8-, 16- and 32-bit accesses are supported. In addition, the 8-bit
quarters and 16-bit halves of a 32-bit register, and the 8-bit halves of a 16-bit register can be accessed directly.

Some registers are optionally write-protected by the Peripheral Access Controller (PAC). Optional PAC write-
protection is denoted by the "PAC Write-Protection" property in each individual register description. For details, refer
to Register Access Protection.

On SAM L11 devices, the PAC Security Attribution (Secure or Non-Secure) for this peripheral can not be changed
and is always Non-Secure:
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» Secure access and Non-Secure access are granted

Refer to Peripherals Security Attribution for more information.
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16.12.1 Control

Name: CTRL
Offset: 0x0000
Reset: 0x00

Property: PAC Write-Protection

Bit 7 6 5 4 3 2 0
MBIST CRC SWRST

Access w w W

Reset 0 0 0

Bit 3 — MBIST Memory Built-In Self-Test
Writing a '0' to this bit has no effect.
Writing a '1' to this bit starts the memory BIST algorithm.

Bit 2 - CRC 32-bit Cyclic Redundancy Check
Writing a '0' to this bit has no effect.

Writing a '1' to this bit starts the cyclic redundancy check algorithm.

Bit 0 - SWRST Software Reset
Writing a '0' to this bit has no effect.
Writing a '1' to this bit resets the module.
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16.12.2 Status A

Name: STATUSA
Offset: 0x0001
Reset: 0x00

Property: PAC Write-Protection

Bit 7 6 5 4 3 2 1 0
BREXT PERR FAIL BERR CRSTEXT DONE
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0

Bit 5 - BREXT Boot ROM Phase Extension

Writing a '0' to this bit has no effect.

Writing a '1' to this bit clears the Boot ROM Phase Extension bit.

This bit is set when a debug adapter Cold-Plugging is detected, which extends the Boot ROM phase.

Bit 4 - PERR Protection Error
Writing a '0' to this bit has no effect.
Writing a '1' to this bit clears the Protection Error bit.
This bit is set upon access to:
* Areserved address
+ CTRL, ADDR, LENGTH, DATA, CFG from the external address space when DAL<2
» The internal address space with a Non-Secure access (security violation) (SAM L11 only)

Bit 3 — FAIL Failure

Writing a '0' to this bit has no effect.

Writing a '1' to this bit clears the Failure bit.

This bit is set when a DSU operation failure is detected.

Bit 2 - BERR Bus Error

Writing a '0' to this bit has no effect.

Writing a '1' to this bit clears the Bus Error bit.
This bit is set when a bus error is detected.

Bit 1 - CRSTEXT CPU Reset Phase Extension

Writing a '0' to this bit has no effect.

Writing a '1' to this bit clears the CPU Reset Phase Extension bit.

This bit is set when a debug adapter Cold-Plugging is detected, which extends the CPU reset phase.

Bit 0 — DONE Done

Writing a '0' to this bit has no effect.

Writing a '1' to this bit clears the Done bit.

This bit is set when a DSU operation is completed.
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16.12.3 Status B

Name: STATUSB
Offset: 0x0002
Reset: x determined from latest Set DAL or Chip Erase command
Property: -
Bit 7 6 5 4 3 2 1 0
BCCD1 BCCDO DCCD1 DCCDO HPE DBGPRES DAL[1:0]
Access R R R R R R R
Reset 0 0 0 0 1 0 0 X

Bits 6, 7 — BCCDx BOOT Communication Channel x Dirty [x=1..0]
Writing a '0' to this bit has no effect.

Writing a '1' to this bit has no effect.

This bit is set when BCCx is written.

This bit is cleared when BCCx is read.

Bits 4, 5 — DCCDx Debug Communication Channel x Dirty [x=1..0]
Writing a '0' to this bit has no effect.

Writing a '1' to this bit has no effect.

This bit is set when DCCx is written.

This bit is cleared when DCCx is read.

Bit 3 — HPE Hot-Plugging Enable

Writing a '0' to this bit has no effect.

Writing a '1' to this bit has no effect.

This bit is set when Hot-Plugging is enabled.

This bit is cleared when Hot-Plugging is disabled. This is the case when the SWCLK function is changed and only a
power-reset or an external reset can set it again.

Note: For security reasons, Hot-Plugging is not available when the Debug Access Level (DAL) equals to 0xO0.

Bit 2 - DBGPRES Debugger Present

Writing a '0' to this bit has no effect.

Writing a '1' to this bit has no effect.

This bit is set when a debugger probe is detected.
This bit is never cleared.

Bits 1:0 — DAL[1:0] Debugger Access Level
Indicates the debugger access level:

» 0x0: Debugger can only access the DSU external address space.
» Ox1: Debugger can access only Non-Secure regions (SAM L11 only).
» 0x2: Debugger can access secure and Non-Secure regions.

Writing in this bitfield has no effect.
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16.12.4 Address

Name: ADDR
Offset: 0x0004
Reset: 0x00000000
Property: PAC Write-Protection
Bit 31 30 29 28 27 26 25 24
ADDR[29:22]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
ADDR[21:14]
Access R/W R/W R/W R/W R/W R/W R/W RW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1" 10 9 8
ADDR[13:6]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
ADDR[5:0] AMODI[1:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 31:2 — ADDR[29:0] Address
Initial word start address needed for memory operations.

Bits 1:0 - AMOD[1:0] Address Mode
The functionality of these bits is dependent on the operation mode.
Bit description when testing on-16.10.6 Testing of On-Board Memories MBISTboard memories (MBIST): refer to
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16.12.5 Length

Name: LENGTH
Offset: 0x0008
Reset: 0x00000000

Property: PAC Write-Protection

Bit 31 30 29 28 27 26 25 24
LENGTH[29:22]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
LENGTH[21:14]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
LENGTH[13:6]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
LENGTH[5:0]
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0

Bits 31:2 — LENGTH[29:0] Length
Length in words needed for memory operations.
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16.12.6 Data
Name: DATA
Offset: 0x000C
Reset: 0x00000000
Property: PAC Write-Protection
Bit 31 30 29 28 27 26 25 24
DATA[31:24]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
DATA[23:16]
Access R/W R/W R/W R/W R/W R/W R/W RW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1" 10 9 8
DATA[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
DATA[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bits 31:0 — DATA[31:0] Data
Memory operation initial value or result value.
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16.12.7 Debug Communication Channel 0

Name: DCCO
Offset: 0x0010
Reset: 0x00000000
Property: -
Bit 31 30 29 28 27 26 25 24
DATA[31:24]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
DATA[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
DATA[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
DATA[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bits 31:0 — DATA[31:0] Data
Data register.
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16.12.8 Debug Communication Channel 1

Name: DCC1
Offset: 0x0014
Reset: 0x00000000
Property: -
Bit 31 30 29 28 27 26 25 24
DATA[31:24]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
DATA[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
DATA[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
DATA[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bits 31:0 — DATA[31:0] Data
Data register.
Datasheet DS60001513G-page 140

© 2021 Microchip Technology Inc.
and its subsidiaries



SAM L10/L11 Family
Device Service Unit (DSU)

16.12.9 Device Identification

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Name: DID

Offset: 0x0018

Reset: Device Dependent
Property: -

The information in this register is related to the Ordering Information.

31 30 29 28 27 26 25 24
| PROCESSOR([3:0] | FAMILY[4:1]
R R R R R R R R
p p p p f f f f
23 22 21 20 19 18 17 16
FAMILY[0] | SERIES[5:0]

R R R R R

f S s s s S S
15 14 13 12 11 10 9 8

DIE[3:0] REVISION[3:0]
R R R R R R R R
d d d d r r r r
7 6 5 4 3 2 1 0
DEVSEL[7:0]
R R R R
X X X X X X X X

Bits 31:28 —- PROCESSOR][3:0] Processor

The value of this field defines the processor used on the device.

Bits 27:23 — FAMILY[4:0] Product Family

The value of this field corresponds to the Product Family part of the ordering code.

Bits 21:16 — SERIES[5:0] Product Series

The value of this field corresponds to the Product Series part of the ordering code.

Bits 15:12 — DIE[3:0] Die Number
Identifies the die family.

Bits 11:8 — REVISION[3:0] Revision Number

Identifies the die revision number. Ox0O=rev.A, 0x1=rev.B etc.
Note: The device variant (last letter of the ordering number) is independent of the die revision
(DSU.DID.REVISION): The device variant denotes functional differences, whereas the die revision marks evolution of

the die.

Bits 7:0 —- DEVSEL[7:0] Device Selection

This bit field identifies a device within a product family and product series. Refer to Ordering Information for device
configurations and corresponding values for Flash memory density, pin count, and device variant.
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SAM L10/L11 Family
Device Service Unit (DSU)

16.12.10 Configuration

Name: CFG
Offset: 0x001C
Reset: 0x00000002

Property: PAC Write-Protection

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
DCCDMALEVEL[1:0] | LQOS[1:0]
Access RW RwW RwW RwW
Reset 0 0 0 2

Bits 3:2 - DCCDMALEVEL[1:0] DMA TriggerLevel

0x0X: DCCH1 trigger is the image of STATUSB.DCC1D, this signals to the DMA that a data is available for read, this is
the correct configuration for a channel that reads DCCA1.

0x1X: DCCH1 trigger is the image of STATUSB.DCC1D inverted, this signals to the DMA that DCC1 is ready for write,
this is the correct configuration for a channel that writes DCC1

0xX0: DCCO trigger is the image of STATUSB.DCCOD, this signals to the DMA that a data is available for read, this is
the correct configuration for a channel that reads DCCO.

0xX1: DCCO trigger is the image of STATUSB.DCCOD inverted, this signals to the DMA that DCCO is ready for write,
this is the correct configuration for a channel that writes DCCO

Bits 1:0 — LQOS[1:0] Latency Quality Of Service

Defines the latency quality of service required when accessing the RAM:
0: Background Transfers

1: Bandwidth Sensitive

2: Latency sensitive

3: Latency critical
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SAM L10/L11 Family
Device Service Unit (DSU)

16.12.11 Boot Communication Channel 0

Name: BCCO
Offset: 0x0020
Reset: N/A
Property: -
Bit 31 30 29 28 27 26 25 24
DATA[31:24]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
DATA[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
DATA[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
DATA[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bits 31:0 — DATA[31:0] Data
Data register.
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SAM L10/L11 Family
Device Service Unit (DSU)

16.12.12 Boot Communication Channel 1

Name: BCCA1
Offset: 0x0024
Reset: N/A
Property: -
Bit 31 30 29 28 27 26 25 24
DATA[31:24]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
DATA[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
DATA[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
DATA[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bits 31:0 — DATA[31:0] Data
Data register.
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SAM L10/L11 Family
Device Service Unit (DSU)

16.12.13 CoreSight ROM Table Entry 0

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Name: ENTRYO
Offset: 0x1000
Reset: 0x9FOFCO002 - x determined by Debug Access Level (DAL)
Property: PAC Write Protection
31 30 29 28 27 26 25 24
ADDOFF[19:12]
R R R R R R
X X X X X X X X
23 22 21 20 19 18 17 16
ADDOFF[11:4]
R R
X X X X X X X X
15 14 13 12 1" 10 9 8
ADDOFF[3:0]
R R R
X X X X
7 6 5 4 3 2 1 0
FMT EPRES
R R
1 X

Bits 31:12 — ADDOFF[19:0] Address Offset
The base address of the component, relative to the base address of this ROM table.

Bit 1 — FMT Format

Always reads as '1', indicating a 32-bit ROM table.

Bit 0 — EPRES Entry Present

This bit indicates whether an entry is present at this location in the ROM table.

This bit is set at power-up if the Debug Access Level is different from DALO, indicating that the entry is present.
This bit is cleared at power-up if the Debug Access Level is DALO, indicating that the entry is not present.
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SAM L10/L11 Family
Device Service Unit (DSU)

16.12.14 CoreSight ROM Table Entry 1

Name: ENTRY1
Offset: 0x1004
Reset: -

Property: PAC Write Protection

Bit 31 30 29 28 27 26 25 24
Reserved[19:12]
Access R R R R R
Reset X X X X X X X X
Bit 23 22 21 20 19 18 17 16
Reserved[11:4]
Access R
Reset X X X X X X X X
Bit 15 14 13 12 11 10 9 8
Reserved[3:0]
Access R R R R
Reset X X X X
Bit 7 6 5 4 3 2 1 0
Reserved Reserved
Access R R
Reset X X
Bits 31:12 — Reserved[19:0]
Bit 1 — Reserved
Bit 0 — Reserved
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